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1
Decision/action requested

This contribution proposes to update the solution for TR 33.846.
2
References
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3
Rationale

Editor's Note: How to mitigate the attack when enc_SQN and RAND are deleted by attackers is FFS.
It’s proposed to delete the first EN. As defined in TS 33.501 clause Annex C.3.2, the SUCI includes any other parameter part. To solve the above EN, UE includes Random, enc_SQN and MAC in SUCI in the any other parameter part. The SUPI type is marked as SUPI plus (e.g. value 4), which indicates Random, enc_SQN and MAC are required for the SUCI. When UDM receives the SUCI with the specific SUPI type, the Random, enc_SQN and MAC are expected. If the Random, enc_SQN and MAC are missing, the attack is detected. 
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Editor's Note: Whether the solution works if the authentication is not linked to a UE initiated NAS message is FFS.

It’s proposed to delete the second EN. Network intiated authentication includes the following cases:

a) Identity Request message is sent by the network side to request the UE to provide its permanent identifier. Afterwards, the UE includes a SUCI in the Identity Response message. The solution is also applicable to this case. 
b) If AMF decides to perform an authentication procedure to the UE to establish a new NAS security context, SUPI rather than SUCI is included in the authentication request message(step 3&4). The exsiting method defined in TS 33.501 applies. 
So the solution doesn’t change the exsiting method if the authentication is not linked to a UE initiated NAS message. The EN can be deleted.
Editor's Note: The usage of the long term key for other uses is FFS.
The threat for long term key leakage is closely related to the performance of the selected symeteric algorithm. If the algorithm has been scrutinized over the years and is still not broken, the security risk by using the well-proven algorithm is limited. It's proposed to delete the EN and evaluate this in evaluation part.
4
Detailed proposal

It is proposed to approve the following changes in TR 33.846.

***
BEGIN OF 1st CHANGE
***

6.3.1
Solution #3.1: Mitigation of SUPI guessing and SUCI replay attack using long term key

6.3.1.1
Introduction

This solution addresses key issue #4.1 Protection of SQN during AKA re-synchronisations, key issue #2.2 on SUCI replay and Key issue #3.2 to mitigate the SUPI guessing attacks. For this key issues, one same cause for the attacks is to forge or replay the registration request message. To mitigate the attacks, the basic idea is to use long term key to protect the registration request message to avoid unnecessary response messages.
6.3.1.2
Solution details





Figure 6.3.1.2-1: Procedure for mitigating SUPI guessing and SUCI replay attack 

Step 1:
The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. If the authentication is initiated, UE generates a Random and encrypts the SQN using long term key K of UE to produce the output ciphertext enc_SQN. In addition, the SQN and Random is also integrity protected using K and the output is represented as MAC. 
Step 2:
UE sends SUCI, Random, enc_SQN and MAC in the registration request message. Random, enc_SQN and MAC are included in SUCI in the any other parameter part. The capability indicator is also included in SUCI and integrity-protected with SUCI scheme. The capability indicator represents the UE is upgraded.
Step 3:
The SEAF invokes the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message to the AUSF containing SUCI, Random, enc_SQN and MAC.

Step 4:
AUSF sends the Nudm_UEAuthentication_Get Request to UDM including SUCI, Random, enc_SQN and MAC.

Step 5:
Upon reception of the Nudm_UEAuthentication_Get Request, the UDM de-conceals SUCI to gain SUPI before UDM can process the request. Random, enc_SQN and MAC are required if capability indicator is received. If Random, enc_SQN and MAC are deleted by attackers, the attack will be detected. Based on SUPI, UDM decrypts enc_SQN to acquire SQN using the corresponding long term key. The integrity protection is also verified through comparing MAC and MAC’. MAC’ is calculated in the same way as UE side. If verification is successful, UDM stores the Random related to the SQN. UDM deletes the Random related to the obsolete SQN. If verification fails, the message is discarded. 


SQN and Random are two fresh parameter, which are sent from UE to UDM. In UDM side, the SQN will be used for AUTN calculation. After that, if the same SQN is received, UDM checks the freshness of Random. UDM only responses to UE if Random is fresh. Otherwise, UDM will discard the message and regard it as replayed message. 

Step 6:
Continue with the authentication procedure. 


Editor's Note: Whether the solution works for the Registration Request with a 5G-GUTI is FFS.
6.3.1.3
Evaluation

Editor's Note: The usage of the long term key for other uses is FFS.
The solution depends on the availability of the SUCI mechanism and is only applicable to 5G.
***
END OF 1st CHANGE
***
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