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Decision/action requested

Approve this contribution to update solution #3 in TR 33.851
2
References

[1] 3GPP TR 33.851 "Study on security for enhanced support of Industrial Internet of Things (IIoT)" 

3
Rationale

· In the introduction of solution #3 in TR 33.851 [1], it is stated that this solution addresses KI #1. Indeed, the solution addresses not only the KI #1 (Security for time synchronization messages) but also KI #3 (Protection of UE-UE TSC communication). Thus, it is proposed to update the introduction of solution #3 to state that it is a solution for both KI #1 and #3. 
· A note is added to recommend usage of encryption algorithms other than null encryption.
4
Detailed proposal

It is proposed to implement the following updates to solution #3 in TR 33.851.

*** START OF FIRST CHANGE ***
6.3
Solution #3: Protection on time synchronization messages by fixing the security protection policy

6.3.1
Introduction 

This solution addresses key issue #1 (Security for time synchronization messages) and key issue #3 (Protection of UE-UE TSC communication).

As specified in TR 23.700-20, UL TSN Time Synchronization will be distributed to the TSN end stations attached to 5GS (i.e. NW-TTs) and attached to the other UEs (i.e. DS-TTs), TSN GM(s) attached to the device will generate the UL gPTP messages and then DS-TT can perform exactly the same operations for the received DL gPTP messages as NW-TT performs for the DL gPTP messages defined in clause 5.27.1.2.2 of TS 23.501 [3]. Then, the modified UL gPTP messages will be further forwarded via the user-plane established between the devices (i.e. UE) which has TSN GM(s) attach to and the target UPFs.

After the NW-TT receives the modified gPTP messages for the case where delivery to end stations behind the 5G system (NW-TT) is required, the NW-TT can perform exactly the same operations as DS-TT performs for the received DL gPTP messages defined in clause 5.27.1.2.2 of TS 23.501 [3]. Finally, NW-TT can forward to the UL gPTP messages to the TSN end stations.

For delivery of gPTP messages to TSN end stations behind other UEs, the UPF will forward the UL gPTP messages transparently to other devices. The DS-TT in the other UE can perform exactly the same operations as defined in clause 5.27.1.2.2 of TS 23.501 [3].
6.3.2
Solution details

For synchronizing TSN end stations behind 5G System (NW-TT) with the TSN GM in the network attached to the device, the impacts on UE, SMF, PCF, TSN-AF and UPF are like the following.

-
The Ingress TT is DS-TT.

-
The Egress TT is NW-TT.

In this situation, one PDU session between DS-TT (in the UE ) and NW-TT (in the UPF) need to be established. In the establishment of a PDU session to the TSN working domain, the SMF provides gNB with the UP security policy, which also applies for gPTP messages transferred from DS-TT to the gNB. The SMF sets the UP security policy for encryption and integrity protection to "required" in order to protect these messages.
For synchronizing TSN end stations behind UE(s) with the TSN GM in the network attached to the device side via 5G System, the impacts on UE, SMF, PCF, TSN-AF and UPF are like the following.

-
The Ingress TT is DS-TT of  UE1.

-
The Egress TT is DS-TT of  UE2.

In this situation, two PDU sessions are needed. One is between DS-TT (in the UE1 ) and UPF, the other one is between the UPF and the other DS-TT (in the UE 2, UE1 and UE2 may be the same or not). For each of the PDU session, the SMF (may be different for each PDU session) sets the UP security policy for encryption and integrity protection to "required" in order to protect these messages.
NOTE: It is recommended to not use NULL encryption algorithm NEA0.
6.3.3
Evaluation

The proposed solution fulfils the potential security requirements given in the key issue #1 and key issue #3. 

The fixed UP security policy encryption and integrity protection is simple for implementation.

A fixed security policy adds delay if protection at application layer is already applied.
*** END OF FIRST CHANGE ***

*** START OF SECOND CHANGE ***
6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues
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*** END OF SECOND CHANGE ***

