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Decision/action requested

Evaluation of solution #2.4 MAC-S based solution
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3
Rationale

This contribution proposes an additional evaluation for solution #2.4 of 3GPP TR 33.846 [1]. 
Solution #2.4 proposes two sets of same message exchange between UDM and USIM for solving synch failure issue. The following table discusses issues/limits seen with this solution.
According to our understanding, from the proposal made, first set of Authentication response is to convey the failure cause (Synch or MAC failure) to UDM. Second set of Authentication response is to carry the SQNms value to UDM.

	Scenario
	Relavant step 
	Issue with solution#2.4 and reasoning

	Case 1
	Step 6, 13 from solution#2.4
	Issue A: UDM doesn’t distinguish between step 6 and 13, might result in wrong computation of AV. Step 6 and 13 are same (receiving Authentication response) and how will UDM differentiate these two steps?

Reason:

Step 6 Home network performs MAC-S verification and if successful, it is concluded as sync failure ( This step results in retrieving RAND_SQN from AUTS. UDM could consider received RAND_SQN as valid SQNMS and generate new AV with received RAND_SQN.
Step 13 Home network performs MAC-S verification and if successful, it is concluded as sync failure ( This step results in retrieving SQNMS from AUTS.
UDM could consider received SQNMS as valid RAND_SQN and generate new RAND_sync (RAND_SQN || RAND_SVR).
 How will UDM differentiate these two steps (step 6 and 13)?

	Case 2
	Step 10 from solution#2.4
	Issue B: Verification of RAND_sync fails in USIM and behaviour is not known or undefined. 
Reason: In Step 10, USIM verifies RAND_sync received from UDM. If RAND_sync has the RAND_SQN value (received in concatenation, the same value already sent in previous Authentication response to UDM). AUTS with SQNMS is calculated only if the verification of RAND_sync is successful. 
What if this received RAND_sync value verification fails at USIM (this means received RAND_SQN and expected RAND_SQN is not same)? Behaviour at USIM for this scenario is undefined. 


	Case 3
	Step 1, step 7 and step 10 from solution #2.4
	Issue C: Behaviour of USIM/UDM for Authentication success case in middle of sync failure scenario is unpredicted. 

Reason: At Step 1, AV is generated with incremented SQNHE (Example: SQNHE value = 934) and this results in SYNCH failure at USIM.  
In step 7, when new Authentication vector is generated at UDM, SQNHE is incremented (Note that this AV generation is using incremented SQNHE compared to initial AV at step 1 – example: SQNHE value = 935). 

At step 10, if RAND_sync verification is successful (also AMF field say it is resynch procedure) and comparision of stored SQNMS with received SQN from AUTN is successful (becuse it is a new SQN value from UDM). How does USIM handle this scenario? Will it be considered as Success case of Authentication or failure case of Authentication and how what will UDM expect in this  scenario?


4
Detailed proposal

It is proposed that SA3 review and approve the following text to 3GPP TR 33.846 [1] to update the evaluation of Solution #2.4: MAC-S based solution
   *** START of CHANGE ***

6.2.4.3
Evaluation
Editor's Note: Procedure to handle RAND_sync verification failure at USIM has to be defined at step 10. 
6.2.4.3.1
Active attack

The solution protects against linkability attacks based on recognizing MAC / synchronization failures on the radio interface, and protects the procedure for resynchronization thanks to the addition of new parameter RAND_Sync. 

6.2.4.3.2
Modification of failure message

The solution proposed that both MAC failure message and Sync failure has same format, only one of them includes the MAC. The attacker could modify any of them to make the MAC verification failed. 

-   If the failure message is MAC failure message, it contains a random number instead of the MAC-S in AUTS. Supposing the attacker tamper the content, then after the network verify the MAC-S, it will fail, then the network take this failure message as the MAC failure. 

-   If the failure message is Sync failure message, it contains a MAC-S in AUTS. Supposing the attacker tampers the MAC-S, then after the network verify the MAC-S, it will fail, then the network takes this failure message as the MAC failure, which is incorrect.

This could lead to attack in which all the failure message will be taken as the MAC failure, and the original MAC failure is tampered while the network is not aware, then upon receipt of an authentication failure message, the AMF/SEAF may initiate new authentication towards the UE.

But, this attack is not new, it already exists in AKA. 

6.2.4.3.3
Unified failure message

The solution proposes a unified format for MAC failure and synchronisation failure since the key issue on "resilience against identifier linkability" (key issue in clause 5.2) results from the fact that an attacker could distinguish the MAC failure and the synchronization failure sent by the UE. The solution does not propose to have a unified authentication response to cover scenarios where 1- the verification of the AUTN successful, or 2- there is MAC failure, or 3- there is synchronization failure since the integration of the RES in the unified format would have implied substantial changes to the AMF.

6.2.4.3.4
Authentication for resynchronization

The changes to the authentication procedure with addition of RAND_SQN improves the security since the presence of RAND_SQN, generated by the USIM, ensures that the RAND_Sync value (RAND_Sync = RAND_SQN || RAND_SVR) used for the authentication for resynchronization is not a RAND value corresponding to previous successful authentications. Additionally, thanks to the use of the AMF field sent by the home network to indicate a resynchronization in the authentication request of step 8, the USIM knows that the resynchronization is requested by the home network. 

The solution impacts the SEAF/AMF.
*** END of CHANGE ***
