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1
Decision/action requested

It is proposed to update key issue #7 with X2 handover and S1 handover in the study in [1]
2
References

[1]
3GPP TR 33.853 "Key issues and potential solutions for integrity protection of the user plane"
3
Rationale

A key issue for ensuring UP IP is enforced at X2 handover and S1 handover is lacking in the TR 33.853. 
It is therefore proposed to update key issue #7 with X2 handover and S1 handover in the study in [1].
4
Detailed proposal

It is proposed to include the new key issue in the study in [1].

**** START OF CHANGES ****
5.7
Key Issue #7: Ensuring UP IP is enforced at interworking

5.7.1
Issue description

At interworking from 5G to 4G, there is a security issue if the 5G network moves data bearers that require integrity protection to a base station connected to EPC that cannot support integrity protection. This issue is currently prevented from happening by the following requirement in clause 5.10.3 of TS 23.501 [12]:

-
In the case of mobility with N26 to EPS, the source NG-RAN ensures that a PDU Session with UP integrity protection of the User Plane Security Enforcement information set to Required is not handed over to EPS.

In UEs mobility from 5G to 4G, it is necessary to ensure that UP IP will be applied to bearers that required UP IP in 5G when UP IP is supported at the target RAN node and such bearers are moved to EPS. Similarly it needs to be ensured that such bearers are integrity protected on the return to the 5G network.
This also applies to S1 handover and X2 handover, where it is necessary to ensure that UP IP applied to data bearers that required UP IP in the source eNB, also are integrity protected by the target eNB.
5.7.2
Network options affected

This key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

5.7.3
Threat description

User plane traffic that requires integrity protection may be sent without integrity protection.

5.7.4
Potential security requirements 

The interworking between EPS and 5GS, X2 handover and S1 handover shall ensure that integrity protection is applied to user bearers that require integrity protection.

**** END OF CHANGES ****
