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1
Decision/action requested

Key issue on authorization of multiple consumers within a NF set.
2
References

[1]
3GPP TS 33.875
3
Rationale

4
Detailed proposal

*********** START OF CHANGES
5.X
Key issue #X: Authorization of multiple consumers within a NF set
5.X.1
Key issue details

SBA introduces the concepts of NF Set and NF Service Set, i.e. sets of functionally equivalent and inter-changeable NFs or NF services. An access token can be provided by NRF for consuming a service from a dedicated producer with a distinct NF Instance Id or a specific NF type. The NF Service Producer can also belong to a NF Set and the access token can be consumed from any of the NF Service Producers within the set. 

The use case of getting an access token that is valid for a NF Service Consumer's NF Set has not been addressed. If a NF Service Consumer belongs to a NF Set, there could be benefit in one member of the NF Set requesting an access token on behalf of and for usage by all members of the NF Set. 

NF Set supports stateless NF implementations and allows reliability of NF instances within the same NF Set (e.g. when an NF instance fails or is scaled-in). Different consumer's NF instances can send over time requests targetting the same resource (e.g. a PDU session) in the NF Service Producer. If an access token is granted to a specific consumer's NF instance, other consumer's NF instances in the same NF Set would need to request a new access token, whenever a request is sent by a different consumer's NF instance.
This key issue is to investigate, if the security concept of access token request needs further refinement to cover this case. Depending on the security impact, this could be brought back to 3GPP TS 23.501 with the necessary alignments in 3GPP TS 33.501.
5.X.2
Security threats

A NF Service Consumer could request an access token on behalf of other members of the NF Set. If the access token has been issued to one member of the NF Set, it could be used by a non-authorized NF Service Consumer of the NF Set.

An access tokens could be re-used by several members of the NF Set. Depending on the policy by operator, the access token can be allowed for usage by only one of the members of the NF Set, but the situation could occur that the same access token is used at the same time by different NF Service Consumers of the same NF Set. This could result in ambigious behaviour or malicious use of access tokens. 

5.X.3
Potential security requirements

The 5GS should provide a secure mechanism to get access tokens for NF Service Consumers belonging to the same NF Set. 

The 5GS may provide means to authorize a NF Service Consumer of the NF Set to use an access token requested by another NF Service Consumer of the same NF Set.
*********** END OF CHANGES
