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1
Decision/action requested

It is proposed to update solution #24 in [1].
2
References

[1]
3GPP TR 33.853 "Key issues and potential solutions for integrity protection of the user plane"
3
Rationale

It is proposed to update solution #24 in the study in [1] with the following updates:
· In step 1 UP IP policy is included in Source to Target Transparent Container by the source eNB.
· In step 2a, the source AMF sends Nsmf_PDUSession_ContextRequest to the SMF and SMF responds with Nsmf_PDUSession_ContextResponse to the source AMF.
· In step 4, confirmation of valid "UE capability to support UP IP over E-UTRA when connected to EPS" and valid UP IP policy included in the Source to Target Transparent container is made at the target eNB when the source AMF includs the stored "UE capability to support UP IP over E-UTRA when connected to EPS" and the UP IP policy via the target MME to the target eNB. 
- 
It is proposed to a partly update to the evaluation clause.
4
Detailed proposal

It is proposed to update solution #24 in the study in [1].

**** START OF CHANGES ****
6.24
Solution #24: Interworking handover from 5GS to EPS
6.24.1
Introduction

This solution addresses key issue #7: Ensuring UP IP is enforced at interworking. 

This solution impacts the UE, the MME, the AMF, the eNB and the ng-eNB and gNB.
6.24.2
Network options affected
This solution is applicable to the following network options:

- Option 1 – eUTRA with EPC

- Option 2 – NR standalone with 5G Core
- Option 3 – EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 – 5G core based Dual Connectivity (NR master – eUTRA secondary)

- Option 5 – 5G core with eUTRA 

- Option 7 – 5G core based Dual Connectivity (eUTRA master – NR secondary)

6.24.3
Solution description

"UE capability indicating UP IP support" in this clause and it’s sub-clauses refers to "UE capability indicating UP IP support over eUTRA when connected to EPS”.
6.24.3.1
Upgraded RAN nodes and core network nodes to support UP IP

The solution is to describe the behaviour of the source ng-eNB/gNB node and the target eNB node at interworking handover from 5GS to EPS when the source ng-eNB/gNB and the target eNB support UP IP.
The procedure described below applies to when UP IP policy is set to either: "required", "preferred" or "not needed".
6.24.3.1.1 
Interworking handover from 5GS to EPS

The source ng-eNB/gNB has received a UP IP policy from the AMF per radio bearer established with the UE. The source ng-eNB/gNB includes the UP IP activation status in the Source to Target Transparent Container to the target eNB. 
A target eNB which supports UP IP is able to activate UP IP according to the UP IP policy and the "UE capability indicating UP IP support over eUTRA when connected to EPS" received from the source AMF via the target MME.
NOTE: UP encryption is configured locally in the target eNB by the operator.

NOTE: If the UP IP indication reuses 1 bit of EPS security capability, the protection of UE EPS security capability in interworking handover from 5GS to EPS can be reused for protection of indication of UE support UP IP in E-UTRA.
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Figure 6.24.3.1.1: Interworking handover from 5GS to EPS

Step 1: The source ng-eNB/gNB includes the UP IP activation status and the UP IP policy per radio bearer established with the UE, in the Source to Target Transparent Container in Handover Required message to the source AMF.
Step 2a: The source AMF sends Nsmf_PDUSession_ContextRequest to the SMF and SMF responds with Nsmf_PDUSession_ContextResponse to the source AMF.
Step 2b: The source AMF forwards the Source to Target Transparent Container received from the source ng-eNB/gNB to the target MME. The source AMF includes also the "UE capability indicating UP IP support over eUTRA when connected to EPS" and the UP IP policy per radio bearer to the target MME.

Step 3: The target MME forwards the Source to Target Transparent Container together with the "UE capability indicating UP IP support over eUTRA when connected to EPS" and the UP IP policy per radio bearer received from the source AMF to the target eNB.

Step 4: The target eNB sends the Handover Request Acknowledgement message to the target MME. The target eNB prepares the Target to Source Transparent Container to the source ng-eNB/gNB. Confirmation of valid "UE capability to support UP IP over E-UTRA when connected to EPS" and valid UP IP policy included in the Source to Target Transparent container is made at the target eNB when the source AMF includs the stored "UE capability to support UP IP over E-UTRA when connected to EPS" and the UP IP policy via the target MME to the target eNB. 
The target eNB indicates UP IP to be activated for the radio bearers to be handovered to the target eNB.

Step 5: The target MME forwards the parameters received in Handover Reqest Acknowledge message to the source AMF in the Forward Relocation Response message.

Step 6: The source AMF forwards the parameters received in Forward Relocation Response message to the source ng-eNB/gNB in the Handover Command message.

Step 7: The source ng-eNB/gNB initiates Handover Command procedure with the UE.

Step 8: The UE confirms by sending a Handover Complete message to the target eNB. 

Step 9: The target eNB notifies the target MME that the handover procedure is completed by sending a Handover Notify message.

Step 10. The UE initiates a Tracking Area Update procedure with the target MME including the "UE capability indicating UP IP support over eUTRA when connected to EPS" in the Tracking Area Update Request message to the target MME.

Step 11: If the target MME identifies a mismatch with the previously stored UE capability and the one received from the UE and becomes aware that the target eNB doesn’t know the "UE capability indicating UP IP support over eUTRA when connected to EPS", the target MME should send the UP IP policy and the "UE capability indicating UP IP support over eUTRA when connected to EPS" in the Context Modification Request message. 

Step 12: If the target eNB identifies a mismatch in the stored capability and the received one from target MME, then the target eNB may activate UP IP for the radio bearers established with the UE by initiating an RRC Reconfiguration procedure. 

Step 13: The target eNB responds to the target MME by sending a UE Context Modification Response message.

6.24.3.2
Handling of legacy eNB and legacy ng-eNB
6.24.3.2.1
Handling of legacy source ng-eNB

A legacy source ng-eNB node has not be upgraded to support UP IP and cannot activate UP IP and therefore cannot handover radio bearers with UP IP activated to EPS.

After the HO is completed the UE initiates a Tracking Area Update procedure with the target MME including the "UE capability indicating UP IP support over eUTRA when connected to EPS". If the target MME identifies a mismatch with the previously stored UE capabilities and becomes aware that the target eNB doesn’t know the "UE capability indicating UP IP support over eUTRA when connected to EPS", the MME should send the UP IP policy and the "UE capability indicating UP IP support over eUTRA when connected to EPS" to the target eNB via the UE Context Modification Request message. The target eNB may activate UP IP for the radio bearer established with the UE and/or respond to the target MME by sending a UE Context Modification Response message.

6.24.3.2.2
Handling of legacy target eNB
A legacy target eNB node has not been upgraded to support UP IP and cannot activate UP IP for a radio bearer handovered from the source ng-eNB/gNB. 

Editor’s note: If the UP IP policy is set to "required", it’s FFS how the source ng-eNB/gNB identifies that the target eNB is not supporting UP IP. 

6.24.4
Solution evaluation

Editor's Note: write an evaluation of the solution against the relevant key issues here (or have an editor's note saying that it is to be added later.)

Confirmation of valid "UE capability to support UP IP over E-UTRA when connected to EPS" and valid UP IP policy included in the Source to Target Transparent container is made at the target eNB when the source AMF includs the stored "UE capability to support UP IP over E-UTRA when connected to EPS" and the UP IP policy via the target MME to the target eNB. 
**** END OF CHANGES ****
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