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Decision/action requested

Conclusion for Key Issue #2.1
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3
Rationale

This contribution proposes conclusion for Key Issue #2.1. 

According to the mapping of solutions to key issues described in clause 6.0, the following solutions cover the key issue #2.1.

	Solutino #2.1: Handling of Sync failure by AUTS encryption

	Solution #2.2: Encryption of authentication failure message types by UE with new keys derived from K_AUSF

	Solution #2.3: Unified response with message by UE

	Solution #2.4:  MAC-S based solution

	Solution #4.3: SQN protection by concealment with SUPI in USIM

	Solution #4.7: SQN protection by concealment with SUPI with f5*


Taking into account the contribution S3-210853 on Impacts of solutions, we consider that the candidate solution to be used as baseline for the normative phase should be the solution #2.4 since this solution has the following advantages: 

1- It does not introduce any new security issue

2- It applies to all deployment scenarios

3- It also addresses the key issue #4.1

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.846 [1].

*** START of CHANGE ***

7.4.1
Conclusion on key issue #2.1: Linkability by distinguishing MAC failure and synchronization failure 
It is concluded that solution #2.4 will form the basis of normative work for Key Issue #2.1. 

*** END of CHANGE ***
