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1
Decision/action requested

It is requested to endorse this contribution.
4
Detailed proposal

4.1 MitM attack scenario

In SA3#99e, SA3 sent a LS to SA2 regarding the MitM attack in CAG (S3-201122). SA2 agreed CR #2380 TS 23.501 (S2-2004454) to address the issue. 
However, there exists a problem with the LS as follows:
	The agreed SA2 CR states that, when the registration attempt is rejected due to CAG related reasons, the AMF should send the CAG information list to the UE so that the UE does not act itself to delete the CAG IDs from the list, instead just replace the existing list with the new list. 

In the presence of MitM, if the UE tries to access the network via genuine gNB and the false gNB, the AMF will obtain the authentic list of supported CAG identifier(s) from the CAG cell by the genuine gNB. In that case, the AMF will not provide the UE with the list of CAG ID(s) as it is same as the allowed CAG list in UE.

It can be concluded that the AMF does not know about the CAG selected by the UE. Which implies there is no way that the MitM attack is identified by either UE or the network and the UE will keep sending mobility registration message unncessarily.


The above-mentioned issue and the issue stated in earlier LS also applies to the list of TAI received. In Samsung’s opinion this issue needs to be studied under FBS study, addressing key Issue #7: Protection against Man-in-the-Middle false gNB attacks.
Observation:
The MitM by adversary will lead UE to send unnecessary Mobility Registration message often without any benefit, which will create overhead in the AMF and also unnecessary UE state transition and battery power consumption.  
The above scenario is very likely to happen in case of fake base station. So, it is required to have a mechanism to identify the presence of MitM attack.

Proposal:
The AMF verifies whether there is an adversary acting as MitM by verifying and determining the difference in the TAI and CAG ID selected by the UE from the received broadcast information (SIB) and the broadcasted TAI and CAG ID genuine gNB. 
The UE keeps the NAS security context and also the AS security context active and at the same time moves out of the cell when found that there is an adversary acting as MitM. It means that UE is not allowed to delete the established NAS and AS security context unless it finds a new genuine cell to camp on.

2
Proposal

It is requested to endorse this contribution and agree with the above-mentioned proposal to identify the presence of MitM.
