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1
Decision/action requested

Approve this contribution to update and add a conclusion for KI #2 in TR 33.851
2
References

[1] 3GPP TR 33.851 "Study on security for enhanced support of Industrial Internet of Things (IIoT)" 

3
Rationale

The threats identified in key issue #2 in TR 33.851 [1] are not valid treats between different customers’ TSN domains. The domains belong to the same customer and “intentional negative impacts from TSN working domain” is coming from the customer itself and does not impact other customers.  For a given customer, 5GS intends to be as transparent as possible. Designing domainNumbers is a customer task and the customer can configure its connected nodes to protect from such an “self-attack”. Thus, this contribution proposes to update the key issue to state that there is no threat that needs to be solved by 3GPP and to conclude that there is no security requirement for this issue. 
4
Detailed proposal

It is proposed to implement the following updates to key issue #2 in TR 33.851 [1].

It is proposed to conclude key issue #2 in TR 33.851 [1].

*** START OF FIRST CHANGE ***

5.2
Key issue #2: Multiple TSN working domains 
5.2.1
Key issue details 

3GPP Rel-16 includes support for multiple TSN working domains. Time synchronization messages are received at DS-TT or NW-TT ports. DS-TT and NW-TT are required to determine to which working domain an incoming or outgoing communication belongs to. The messages are addressed to certain TSN working domains. The parameter indicating the TSN working domain is the domainNumber parameter as described in more details in 3GPP TS 23.501 [3], clause 5.27.1.3. 

For downlink Time Sync, multiple gPTP messages are sent transparently in the UP to the UE/DS-TT for all cases of Time Domains identified by the IE 'domainNumber'. This allows any integrity and replay protected TSN bridge to transfer time synchronisation messages to another TSN bridge. 

This KI is to further study how to protect the 5GS acting as a TSN bridge being accessed by an unauthorized TSN bridge. I.e., a compromised TSN node may send a tampered domainNumber to access other than the intended TSN working domains.

5.2.2
Threats

A compromised TSN node (e.g. a non-5GS bridge) may send a tampered domainNumber to access other domains than the intended TSN working domains of i.e. the 5GS bridge. 
TSN domains not verifying the domainNumber parameter by any means may be vulnerable to spoofing attacks, where a malicious node may send a tampered domainNumber parameter to access another than the intended TSN working domain.
Spoofing attacks may lead to unauthorized access to the (g)PTP communication within a TSN working domain. This attack may be the initial attack vector for further exploitation, such as rogue master clock attacks and (g)PTP message spoofing.
The impact of this attack may be DoS, accuracy degradation and false times being synchronized.
Since the domains that may perform such attacks to each other belong to the same customer and “intentional negative impacts from TSN working domain” is coming from the customer itself and does not impact other customers, the threats identified above are not the threats needs to be addressed by 3GPP.  
5.2.3
Potential security requirements 

None
*** END OF FIRST CHANGE ***

*** START OF SECOND CHANGE ***

7
Conclusions

For Key Issue #2 (Multiple TSN working domains), there is no potential security requirement since there is no identified threat that needs to be solved by 3GPP.
*** END OF SECOND CHANGE ***

