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1
Decision/action requested

SA3 is kindly asked to approve the proposed change to add a new key issue in TR 33.847 about security policy handling for 5G Prose one-to-one Direct Communication.
2
References

[1]
3GPP TR 33.303 v16.0.0
Proximity-based Services (ProSe); Security aspects
[2]
3GPP TR 33.536 v16.2.0
Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services
[3]
3GPP TR 33.847 v0.4.0

Study on security aspects of enhancement for proximity based services in the 5G System (5GS)
3
Rationale

As per TS 33.303 [1], for LTE ProSe one-to-one direct communication, direct link user plane packets between UEs shall not be integrity protected, and direct link user plane ciphering shall be supported and may be used up to configuration option. This is aligned with the overall security protection requirements on user plane in LTE system. However, in 5G system, user plane security protection is enforced according to the security policy provisioned by the network, e.g. user plane traffic needs to be integrity protected if the security policy from the network requires. Such new feature of 5GS raises the question of whether or not this feature should be extended to 5G ProSe one-to-one direct communication.

To align with the security policy handling in 5GS, 5G V2X one-to-one communication already adopted the handling of security policy provisioned by the PCF per V2X service as specified in TS 33.536 [2]. Due to the similarity of service features between ProSe services and V2X services, it is deemed necessary to apply security policy handling also to 5G ProSe one-to-one direct communication, i.e. security policy provisioning and enforcement for PC5 direct link including PC5-U (user plane) and PC-S (signaling). 
The pCR proposes to add a new key issue in TR 33.847 [3] addressing the above finding with threat analysis as well as the potential requirements.
4
Detailed proposal

*************** Start of the Change ****************

5.X
Key Issue #X: Security Policies for 5G Prose one-to-one Direct Communication
5.X.1
Key issue details
As per TS 33.303 [6], for LTE ProSe one-to-one direct communication, direct link user plane packets between UEs shall not be integrity protected, and direct link user plane ciphering shall be supported and may be used up to configuration option. This is aligned with the overall security protection requirements on user plane in LTE system. However, in 5G system, user plane security protection is enforced according to the security policy provisioned by the network, e.g. user plane traffic needs to be integrity protected if the security policy from the network requires. Such new feature of 5GS raises the question of whether or not this feature should be extended to 5G ProSe one-to-one direct communication.
To align with the security policy handling in 5GS, 5G V2X one-to-one communication already adopted the handling of security policy provisioned by the PCF per V2X service as specified in TS 33.536 [8]. Due to the similarity of service features between ProSe services and V2X services, it is deemed necessary to apply security policy handling also to 5G ProSe one-to-one direct communication, i.e. security policy provisioning and enforcement for PC5 direct link including PC5-U (user plane) and PC-S (signaling). 
Editor’s Note: Whether the security policy handling is to be applied to PC5-D (discovery) or not is FFS.

NOTE:
As the user plane packets transmitted over ProSe one-to-one PC5 direct link do not go through the network, the security policy for PC5-U link is irrelevant to the UP security policy for the UE’s direct network communication (i.e. the UP security policy set by the SMF serving each of the communicating UEs). 
5.X.2
Security threats
If there is no security policy set over PC5 link for 5G ProSe one-to-one direct communication, the direct link UP packets between UEs will not be integrity protected, the direct link UP packets and signalling may only be ciphered replying on the configuration option by operators, as per the current specification. This means the UP traffic over PC5 link between the UEs can be manipulated by attackers via fabrication, removal and modification, which will lead to DoS attack on the UE. Also, the encryption of UP traffic and signalling over PC5 link between the UEs is dependent on the configuration of confidentiality protection by operators, leaving attackers the possibility to eavesdrop the UP traffic and signalling when confidentiality protection is not activated by operators, which will lead to privacy attack on the UE.
If the security policy over PC5 link for 5G ProSe one-to-one direct communication is statically configured on the UEs, the flexibility of security protection per specific ProSe service is then lost. Consequently, the UP traffic and signalling over PC5 link may either be overly protected or insufficiently protected against the specific ProSe services, leading to performance/resource issue on the UEs or potential security vulnerabilities in PC5 direct communication.
5.X.3
Potential security requirements
The 5G ProSe system shall support a means to configure and provision the security policies for 5G Prose one-to-one direct communication per specific 5G Prose service. 

The 5G ProSe system shall support security protection of the security policies for 5G Prose one-to-one direct communication during its provisioning to the UEs. 

The 5G ProSe system shall support the enforcement of security protection on the UEs based on the provisioned security policies for 5G Prose one-to-one direct communication.
*************** End of the Change ****************

