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1
Decision/action requested

SA3 is kindly asked to approve the proposed updates to Key Issue #9 in current version of TR 33.847.
2
References

[1]
3GPP TR 33.847 v0.4.0

Study on security aspects of enhancement for proximity based services in the 5G System (5GS)
3
Rationale

The current key issue #9 in TR 33.847 [1] is not clear enough, with discussion mainly on authentication but requriements on secure communication. Also, it is to be clarified that the existing security design for UE-to-Network relay architechture in LTE Prose only deals with Layer-3 relay, while 5G ProSe introduced Layer-2 relay in addition. This means the discussion for UE-to-Network relay supported in 5G ProSe needs to take both L2 and L3 relays into consideration, while differentiating them based on their different security implications.

Therefore, the pCR proposes to update the issue description, threat analysis and potential requirements in key issue #9.

In addition, the second potential requirement on generation of separate security contexts for remote UE doesn’t clearly state the security contexts should be separated between what, and it’s unclear what ProSe relay communication is exactly meant for. Hence it is proposed to update this requirement for more clarity. As L2 relay operates below PDCP layer, it cannot hold any security context for remote UE’s indirect network communication. Hence it is proposed to clarify that the requirement on security contexts only applies to L3 relay.
4
Detailed proposal

*************** Start of the Change ****************

5.9
Key Issue #9: Key management in 5G Proximity Services for UE-to-Network relay communication 
5.9.1
Key issue details
This key issue covers both Layer-2 and Layer-3 relays in 5G Proximity Services. 

TR 23.752 [2] has candidate solution for both layer 2 and layer 3 UE-to-network relay. There are security solutions which will be adapted for PC5 unicast communication for ProSe from 5G V2X.

Currently, V2X does not support relay communication (both UE-to-network or UE-to-UE relay).
Based on V2X security TS 33.536 [8], the Direct Provisioning Function (DPF) defined in TS 23.303 [5] is replaced by PCF, based on the V2X architecture as defined in TS 23.287 [9], and is not supported by the DDNMF. The architecture reference model as described in clause 2 User Plane based architecture, with the following additional considerations:

· each PLMN deploys one logical 5G DDNMF
· the 5G DDNMF interacts with PCF for the authorization of the ProSe discovery service
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Figure 5.9.1-1: User Plane architecture for ProSe
In LTE ProSe, the ProSe Key Management Function supports the key derivation required to support the UE-to-network relay communication, where the UE-to-Network relay is a Layer-3 relay.

Whereas in 5G, the existing entity can support the key derivation, authentication and authorization of the remote UE and UE-to-Network relay respectively, for which Layer-2 UE-to-Network relay was introduced in 5G ProSe in addition to Layer-3 UE-to-Network relay. L3 relay terminates PC5 link security and Uu security for the Remote UE, while L2 relay function is performed below PDCP and the two endpoints of the PDCP link are the Remote UE and the gNB, hence AS security can be ensured between the Remote UE and the gNB.
In order to comminucate with the network via a UE-to-network relay, a remote UE have to authenticate to the network and vice versa and establish secure communication with the network. Because the UE-to-network relay sits in between the remote UE and the network, the mutual authentication and secure communication between the remote UE and the network could be affected by both L2 and L3 relays.

5.9.2
Security threats

If no protection is provided for Remote UE’s indirect communication via UE-to-Network relays, the following are the possible threats:
-
Both L2 and L3 relays have the possibility to perform spoofing (by impersonating the Remote UE), MitM, DoS, and replay attacks before AS security is established betweent the Remote UE and the gNB. 
-
L3 relay has the possibility to perform spoofing (by impersonating the Remote UE), MitM, DoS, and replay attacks during the entire process of the Remote UE’s indirect network communication. 



5.9.3
Potential security requirements

-
5GS shall support mutual authentication and secure communication between the remote UE and the network via UE-to-Network relays.

-
5GS shall support generation of separate security contexts for remote UEs for different security associations with the network and with L3 UE-to-Network relay respectively.
*************** End of the Change ****************
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