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1
Decision/action requested

SA3 is kindly asked to approve the proposed updates to Key Issue #1 in current version of TR 33.847.
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3
Rationale

In key issue #1 of current version of TR 33.847 [1], there is the discussion as follow: 

“There could be a case where a discoverer UE intends to discover two different discoveree UEs (called discoveree UE A and discoveree UE B) at a time. With the existing ProSe architecture, the three UEs have to have the same security keys to support the case. 

There is a vulnerability with the model B architecture in this use case. Despite discoveree UE A allowing to be discovered by only the discoverer UE, discoveree UE B is also capable of detecting and decoding the discovery response message from discoveree UE A because it has the same keys, and thus discovering discoveree UE A. 

Hence it needs to be studied how to protect the discovery response message of a UE in a restricted direct discovery model B architecture mode from being discovered by other discoveree UE(s). ”
The assumption is that the discoverer UE and two discoveree UEs have the same security keys with the existing PorSe Model B option. However, according to TS 33.303 [2], the key sets on the discovery UE and discoveree UEs are not exactly the same.

· For the discovery UE:

· the Code-Sending Security Parameters are associated with the ProSe Query Code
· the Code-Receiving Security Parameters are associated with the ProSe Response Code
· For the discoveree UE:

· the Code-Sending Security Parameters are associated with the ProSe Response Code
· the Code-Receiving Security Parameters are associated with the ProSe Query Code
When the discoveree UE A uses its Code-Sending Security Parameters to protect the ProSe Response Code, the discoverer UE can uses its Code-Receiving Security Parameters associated with the ProSe Response Code to decode the protected ProSe Response Code, but the Code-Receiving Security Parameters associated with the ProSe Query Code at the discoveree UE B cannot decode the protected ProSe Response Code.
Therefore, this pCR proposes to remove such discussion and the related threat analysis and potential requirements, as well as the associated editor’s notes.
Further, in key issue #1 of current version of TR 33.847 [1], there is an editor’s note stating that “It is FFS in SA2 whether ProSe code or similar parameter will be used in discovery messages sent on PC5 interface”. As per the latest version of TR 23.752 [3], it was already concluded that ProSe Discovery Codes (including ProSe Application Code, ProSe Restricted Code, ProSe Query Code, ProSe Response Code) are included in the discovery messages. Therefore, the pCR proposes to remove this editor’s note.
In addition, the pCR proposes to update the threat analysis which is currently insufficiently correct and clear.
4
Detailed proposal

*************** Start of the Change ****************

5.1
Key Issue #1: Discovery message protection
5.1.1
Key issue details

The Open ProSe direct discovery procedure is used for a UE to discover or be discovered by other UE(s) in proximity over the PC5 interface. The UE can discover other UE(s) with interested application(s) and/or interested group(s) using the ProSe direct discovery procedure. In Open Discovery, a UE which wants to discover other UE’s does not require any explicit permission from the other UE’s in order to be allowed to discover them. 

The Restricted ProSe direct discovery procedure is used for a UE to discover or be discovered by other UE(s) in proximity over the PC5 interface. In Restricted Discovery, a UE which wants to discover other UE’s requires an explicit permission from the other UE’s in order to be allowed to discover them. 





5.1.2
Security threats
In case of open discovery, if the discovery messages are not integrity protected and anti-replay protected, the discovery parameters (e.g. ProSe Application ID, Source Layer-2 ID, Prose APP Code) can be intercepted, removed, modified, or replayed by an attacker. The announcing UE may connect with a UE that is not interested in that particular Prose service or fail to connect with any monitoring UE, which is a form of DoS attack.
NOTE:
Privacy is deemed not an issue for open discovery, hence the lack of confidentiality protection will not impose a threat. 
In case of restricted discovery, if the discovery messages are not integrity protected and anti-replay protected, the discovery parameters (e.g. Source Layer-2 ID, User Info ID, ProSe Restricted Code, ProSe Query Code, ProSe Response Code) can be intercepted, removed, modified, or replayed by an attacker. Consequently the announcing/discoverer UE may connect with a monitoring/discoveree UE that is expecting a different ProSe service or fail to connect with any monitoring/discoveree UE, which is a form of DoS attack. If the discovery messages are not confidentiality protected, the privacy sensitive parameter (e.g. Source Layer-2 ID, User Info ID, ProSe Restricted Code) can be eavesdropped by an attacker, hence the privacy of announcing/discoverer UE is violated.
If the announcing/discoverer UE and the monitoring/discoveree UE cannot authenticate each other, an attacker can impersonate the discoveree or the discover UE. 


5.1.3
Potential security requirements
The discovery messages in open discovery shall support integrity protection and replay protection.
The discovery messages in restricted discovery shall support confidentiality protection, integrity protection, and replay protection.
The entity which receives a restricted discovery message on the PC5 interface shall be able to verify the source authenticity. 



*************** End of the Change ****************

