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Decision/action requested

This document is provided for information.
2
Information
AMF re-allocation study meeting

GoTo meeting teleconference: Feb 09, 2021, 14:30-16:00 UTC

Participants

-
China Mobile

-
Ericsson - Organizer

-
Huawei 

-
Lenovo, Motorola Mobility

-
Nokia

-
Qualcomm
-
Samsung

-
ZTE

The list of participants was based on personal notes from the organizer. The GoTo meeting does not have any way of extracting the list of participants so if your organization is not this list and you would like to get it recorded in the notes please contact Vlasios Tsiatsis, Vlasios.tsiatsis@ericsson.com. 

Background

SA3 conducts a study on the security of AMF re-allocation and the results are recorded in the TR 33.864. 

Agenda

1)
Current assumptions in the study

2)
Impacts (UE, network) and importance 

3)
AoB

AI#1: Current assumptions in the study

[Lenovo] proposed to start the discussion on Figure 4.3-1 in the TR to get clarity on architecture and security assumptions.

[Ericsson] That's fine to work with the figure but first we should discuss the assumptions of this study. We could work on the figure later on. During the previous SA3 meeting there were some implications in some e-mail threads that  the lack of direct connectivity between AMFs implies the lack of indirect connectivity and this implies that no security context should be shared between AMFs. These implications have assumed requirements in them which are not recorded in a document and not coming from SA1. China's Mobile's input from their customers is greatly appreciated it but as a rapporteur I would feel uncomfortable to record such requirements in a TR that could be referenced by other types of slicing work due to these requirements. We have a specific problem to solve from SA2 that the assumptions involve the lack of direct connectivity between AMFs. 

[CMCC] Proposed to share a few figures and have a discussion about isolation assumptions. Figures 1-4 were presented to show different requirement on isolation from vertical’s requirements. Figure 1 shows the case that verticals do not care about isolation on AMF. Figure 2 shows that verticals care about isolation but they could accept UE context sharing between AMFs serving different slices. Figures 3 shows that verticals care about isolation in a strict way and would not like UE context sharing between its dedicated slice and other slices. So two AMFs cannot communicate with each other, but they are allowed to communicate with other shared NFs such as UDM, NRF, in order to share necessary network information not related to the subscriber. 
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Figure 2
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Figure 4


[Nokia] It is my impression that we are creating a larger problem that we are trying to solve here. The problem is not well defined. 

[Lenovo] The lack of connectivity between AMFs does not mean the AMFs cannot communicate with other shared network functions. 

[Huawei] The lack of connectivity is due to slicing isolation and it is within the scope of SA3 to define isolation. 

[Lenovo] A service request to other common NFs is specific and could be allowed while AMFs don't talk to each other.  

[Nokia] Is it a real assumption that the Target AMF does not talk to the Initial AMF but it talks to other AMFs?

[CMCC] As the problem was stated there were two cases 

1)
Direct AMF re-allocation

2)
Indirect AMF re-allocation via RAN. 

Case 1 has already solved in R15/R16. Here we mainly focus on case 2). If we think we don't need to solve the problem then we could respond to SA2 accordingly. 

[Ericsson] From an Ericsson perspective, we wanted to provide a network based solution in order to take care of the backward compatibility problem for the UE side. If UE vendors are ok with solutions with UE impacts then we could consider such solutions. 

[Lenovo] Prefers to have a solution with  reasonable network impact and minimum (if required)/no UE impact. 

[Qualcomm] All solutions should be studied and evaluated. We consider both types of solutions (with only UE impact or with only network impact) at this moment, we have not excluded on or the other. 

[Nokia] The arguments for isolation are coming from 1 operator only. 

[ZTE] With respect to UE impact we need to evaluate all the solutions and distinguish between USIM and ME impact. Moreover the term isolation needs to be defined in the study.

[Samsung] We need to clearly define the term isolation. With respect to solutions, we need to consider both the UE and the network impact. 

[Huawei] What is the problem with UE impact ?

[Ericsson] Assume that we have in the field both Rel-15/16 and Rel-17 UEs and we choose a solution with UE impact for Rel-17. These UEs (both Rel-15/16 and Rel-17) are part of the same application. The on the network side the operator will need to have a direct N14 interface between two AMFs (e.g. AMF1, AMF2) for serving Rel-15/16 UEs (otherwise the AMF re-allocation will fail) and another solution coming from this study to serve Rel-17 UEs. Such a solution assumes no connectivity between the SAME AMFs (AMF1, AMF2) as the AMFs serving the Rel-15/16 UEs. Is this acceptable to operators?

[Samsung] If we agree to have a network based solution then there will be backward compatibility issues as well that we need to consider. 

[CMCC] Backward capability is not a big issue. Different customers will have different requirements. This is left upon the business contracts between the operator and the vertical using Rel-15/16 and Rel-17 UEs. 

[Ericsson] I would like to ask different UE vendors if they are ok with a solution with a UE impact. 

[Samsung] We are open to both types of solutions having UE or network impact. Too early to conclude. Impact on both sides needs to be evaluated.

[Qualcomm] At this point in time we are also fine with solutions that have UE or network impact. 

[Huawei] Don’t see a problem with a UE based solution. We should evaluate all types of solutions. 

[Nokia] We may have contributions on the definition of isolation and solutions.

[Lenovo] We are open to evaluation of both types of solutions having UE or network impacts but we prefer the UE impact to be minimal. 

[Huawei] It is ok to define isolation 

[Ericsson] It is also fine by me to define isolation but we should be careful not to expand the scope of the study. Isolation should be defined with respect to AMF re-allocation. 

[Ericsson] it is my opinion that the network based solutions have too much impact on the network and the UE based solutions may cause backward compatibility issues. Do we think that we need to solve this problem or we should conclude the study ?

[Huawei] We don't need to conclude the study at this point. 

[Nokia] We don't need to stop the study.  

Some discussion about the Figure 4.3-1 in TR 33.864 followed.

[Ericsson]  There was a discussion in the e-mail threads in the previous meeting that the figure should be adjusted. I agree there is no indication if the Initial AMF belongs to a specific slice e.g. S0 or it is connected to many slices. Moreover the semantics of N14 connectivity are not well described. If there is a line in the figure between AMFs that means that there is a N14 interface, but there is no description saying that a connecting line means that the two AMFs are part of the same slice. Or vice versa if there is no line between AMFs that means that the AMFs belong to different slices.  The figure implies some cases but it also shows cases that two AMF communicate to each other but they belong to different slices.
