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1	Decision/action requested
New KI on processing user consent depending on the regulatory and regional demands.
2	References
[1] 3GPP TR 23.700-91: “Study on enablers for network automation for the 5G System (5GS); Phase 2”
3	Rationale
A KI on user consent related to aspects mentioned in 3GPP TR 23.700-91 [1], Key Issue #8 "UE data as an input for analytics generation" is suggested to addresses the need to process user consent depending on the regulatory and regional demands. 

4	Detailed proposal

[bookmark: _Toc39138065]********** START OF CHANGES 
6.X	Key Issue #X: User consent for UE related data collection 
6.X.1	Introduction
5GS NFs will collect data about the UE being served.
For example, AMF needs to maintain a mapping between SUPI and 5G-GUTI for accounting the time window for the service used. NFs keep privacy related sensitive data such as user profiling information, location information, etc.  
UE related data, processed by one NF, may also need to be transferred to another NF to fulfil a service request or, e.g., for analytics purposes.
This KI is about user consent for collecting information about UEs by NFs. 
6.X.2	Security threats
If a NF collects UE related data without taking into consideration the user consent, the user/subscriber of the UE is not in control of its own data and loses its right of data protection.
If a NF collects privacy sensitive information about UEs such as location information, environment information, user profile information, which UE (or is user/subscriber) is not aware of, this is compromising the privacy of the user/subscriber of the UE. 
[bookmark: _GoBack]6.X.3	Potential security requirements	
It shall be possible to process user consent depending on the regulatory and regional demands. 
It shall be possible to respect user privacy depending on the regulatory and regional demands.
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