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1
Decision/action requested

This contribution proposes an update to add evaluation.
2
References

[1]
TR 33.847 v0.4.0
3
Rationale

This contribution proposes to update evaluation of solution #3 based on the security requirement of KI#1.
4
Detailed proposal

***** START OF CHANGES *****
6.3.3
Evaluation

This solution supports integrity protection of the discovery message when the monitoring UE is either within coverage or out-of-coverage. 
This solution mitigates replay attack against the discovery message.
As defined in TS 23.303 [5], the User Identity, IMSI, is sent in the discovery request message. The proposed solution lacks details on how to protect the discovery request message, especially how to protect IMSI. There could be several solutions that can address IMSI protection (e.g., activation of the ciphering protection for the PC3 interface). Therefore, this solution needs to combine other solutions to make sure that IMSI is not sent in cleartext.

Editor’s Note: Further Evaluation is FFS
***** END OF CHANGES *****
