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1	Decision/action requested
It is proposed to revise the key issue#6 in ProSe TR 33.847.
2	References
null
3	Rationale
A typo is corrected in key issue#11. 

4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***
[bookmark: _Toc62576119][bookmark: _Toc62576435][bookmark: _Toc62595799][bookmark: _Toc62596241][bookmark: _Toc62637620][bookmark: _Toc63067370]5.11	Key Issue #11: UE identity protection during ProSe discovery
[bookmark: _Toc62576120][bookmark: _Toc62576436][bookmark: _Toc62595800][bookmark: _Toc62596242][bookmark: _Toc62637621][bookmark: _Toc63067371]5.11.1	Key issue details
During ProSe discovery a ProSe UE that is to be discovered needs to broadcast information via which it can be discovered. In some use cases the broadcasted information is uniquely associated to the (identity of the) ProSe UE. If this broadcasted information is not properly protected, the privacy of the UE can not be guaranteed in the sense that the UE can be traced and followed. Also impersonation of the ProSe UE can occur leading to identity theft. 
[bookmark: _Toc62576121][bookmark: _Toc62576437][bookmark: _Toc62595801][bookmark: _Toc62596243][bookmark: _Toc62637622][bookmark: _Toc63067372]5.11.2	Security threats
A ProSe UE identity broadcasted during ProSe discovery can be used to trace a ProSe UE.
A ProSe UE identity broadcasted during ProSe discovery can be used to impersonate the ProSe UE.
[bookmark: _Toc62576122][bookmark: _Toc62576438][bookmark: _Toc62595802][bookmark: _Toc62596244][bookmark: _Toc62637623][bookmark: _Toc63067373]5.11.3	Potential security requirements
The 5GS shall provide means to mitigate against the use of the identity of a ProSe UE broadcasted during ProSe discovery to trace the ProSe UE.
The 5GS shall provide means to mitigate against the use of the identity of a ProSe UE broadcasted during ProSe discovery to impersonate the ProSe UE.
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