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1	Decision/action requested
It is proposed to revise the key issue#1 in ProSe TR 33.847.
2	References
[1]	3GPP TR 23.752: " Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS)"
3	Rationale
In SA2 TR 23.752, it is concluded for UE-to-Network relay: 
--------------------------------------------------------------------------
8.3	Key Issue #3: Support of UE-to-Network Relay
The following is taken as interim conclusions for the L3 UE-to-Network Relay solution:
For L3 Relay discovery procedure, it is proposed to adopt the standalone discovery procedure (i.e. Model A and Model B), and, the additional information advertised by Relay UE as described in Sol#28 as the basis for normative work.
The followings are taken as interim conclusions for the L2 UE-to-Network Relay solution:
For Relay discovery, the standalone discovery is used, and both Model A and Model B are supported.
--------------------------------------------------------------------------	
For UE-to-UE relay: 
--------------------------------------------------------------------------
[bookmark: _Toc50557387][bookmark: _Toc50549073][bookmark: _Toc55202381][bookmark: _Toc57210008][bookmark: _Toc57366399]8.4	Key Issue #4: Support of UE-to-UE Relay
The followings are taken as interim conclusion for Layer-3 UE-to-UE relay:
UE-to-UE Relay discovery and selection are supported by:
-	Model A discovery (as described in sol#11);
-	Model B discovery (as described in sol#8); and
-	Integrated PC5 unicast link establishment procedure (as described in sol#8).
The following are taken as interim conclusions for the L2 UE-to-UE Relay:
-	For UE-to-UE Relay discovery, both Model A and Model B are supported. It is recommended that Relay discovery is integrated into the PC5 unicast link establishment procedure.
--------------------------------------------------------------------------
Standalone discovery procedure will be used for the discovery procedure for both UE-to-Network Relay and UE-to UE relays. An authorized remote UE is discovering the relay UEs, there might be both L2 relays and L3 relays around. If remote UE could support both protocols for L2 and L3 relay communication, there may be differences between 2 kinds of Relays on security related information, e.g. algorithms, security policies, relay type, etc. UE shall be able to know such information in the discovery procedure to help them to make choice, otherwise UE might not be able to satisfy its security requirement for the subsequent communication.
In the discovery message defined by SA2, it already include “security protection element”, which should be decided by SA3.  
--------------------------------------------------------------------------
[bookmark: _Toc50130770][bookmark: _Toc50134084][bookmark: _Toc50134428][bookmark: _Toc50557384][bookmark: _Toc50549070][bookmark: _Toc55202378][bookmark: _Toc57210005][bookmark: _Toc57366396]8.1	Key Issue #1: ProSe Direct discovery
The following information elements are included in the discovery messages:
-	Type of Discovery Message (e.g. Model A Announcement, Model B Solicitation or Response, Group member discovery, or Relay discovery) as defined in TS 23.303 [9];
Editor's note:	Encoding of the type information will be determined by stage 3 in CT WG1.
-	Destination Layer 2 ID as defined in TS 23.303 [9];
-	Source Layer 2 ID as defined in TS 23.303 [9];
-	Discovery Group ID as defined in TS 23.303 [9];
Editor's note:	How these elements are carried in the discovery message, e.g. as part of MAC header, depends on RAN WG design.
-	ProSe Discovery Code (including ProSe Application Code, ProSe Restricted Code, ProSe Query Code, ProSe Response Code) as defined in TS 23.303 [9];
-	ProSe Application ID: as defined in TS 23.303 [9];
-	User Info ID (including Announcer Info, Discoverer Info, Target Info, Discoveree Info) as defined in TS 23.303 [9];
-	Security protection element;
NOTE 2:	Details of Security protection element will be determined by SA WG3.
--------------------------------------------------------------------------
It is proposed to include this requirement in the current key issue#1. 
4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***
[bookmark: _Toc62576079][bookmark: _Toc62576395][bookmark: _Toc62595759][bookmark: _Toc62596201][bookmark: _Toc62637580][bookmark: _Toc63067330][bookmark: _Toc509564622][bookmark: _Toc352074857][bookmark: _Toc536804150][bookmark: _Toc525902472][bookmark: _Toc525902412][bookmark: _Toc525902363][bookmark: _Toc525902202][bookmark: _Toc525902066]5.1	Key Issue #1: Discovery message protection
[bookmark: _Toc62576080][bookmark: _Toc62576396][bookmark: _Toc62595760][bookmark: _Toc62596202][bookmark: _Toc62637581][bookmark: _Toc63067331]5.1.1	Key issue details
The Open ProSe direct discovery procedure is used for a UE to discover or be discovered by other UE(s) in proximity over the PC5 interface. The UE can discover other UE(s) with interested application(s) and/or interested group(s) using the ProSe direct discovery procedure. In Open Discovery, a UE which wants to discover other UE’s does not require any explicit permission from the other UE’s in order to be allowed to discover them. 
The Restricted ProSe direct discovery procedure is used for a UE to discover or be discovered by other UE(s) in proximity over the PC5 interface. In Restricted Discovery, a UE which wants to discover other UE’s requires an explicit permission from the other UE’s in order to be allowed to discover them. 
There could be a case where a discoverer UE intends to discover two different discoveree UEs (called discoveree UE A and discoveree UE B) at a time. With the existing ProSe architecture, the three UEs have to have the same security keys to support the case. 
There is a vulnerability with the model B architecture in this use case. Despite discoveree UE A allowing to be discovered by only the discoverer UE, discoveree UE B is also capable of detecting and decoding the discovery response message from discoveree UE A because it has the same keys, and thus discovering discoveree UE A. 
Hence it needs to be studied how to protect the discovery response message of a UE in a restricted direct discovery model B architecture mode from being discovered by other discoveree UE(s). 
It is concluded in SA2 TR 23.752 that, for both UE-to-UE Relay and UE-to-Network Relay, the standalone discovery procedure is adopted for normative work. an authorized remote UE is discovering the relay UEs, there might be both L2 relays and L3 relays around. If remote UE could support both protocols for L2 and L3 relay communication, there should be differences among different Relays on security related information, e.g. algorithms, security policies, relay type, etc. UE shall be able to know such information in the discovery procedure to help them to make final choice, otherwise UE might not be able to satisfy its security requirement for the communication. 
It is also concluded in SA2 that the “security protection element” in discovery message should be addressed in SA3. 
Editor’s Note: Whether there is a case where a discoverer UE wants to discover more than one different discoveree UEs using same ProSe service at a time is FFS.
[bookmark: _Toc62576081][bookmark: _Toc62576397][bookmark: _Toc62595761][bookmark: _Toc62596203][bookmark: _Toc62637582][bookmark: _Toc63067332]5.1.2	Security threats
If the discovery message cannot be confidentiality protected, integrity protected, and replay protected, the Prose APP Code can be intercepted, modified, or replayed by an attacker. The announcing UE or discoveree UE may connect with a UE that is not interested in that particular Prose service.
An attacker may impersonate the discoveree or the discovered UE.
A discoveree UE can detect the response message from other discoveree UE(s) that uses the same security keys in restricted direct discovery model B architecture, and may discover other discoveree UE(s), that are not supposed to be discoverable to it. This puts the privacy of other discoveree UE(s) at risk.  
Editor’s Note: Whether this threat is valid is FFS.
[bookmark: _Toc62576082][bookmark: _Toc62576398][bookmark: _Toc62595762][bookmark: _Toc62596204][bookmark: _Toc62637583][bookmark: _Toc63067333]5.1.3	Potential security requirements
The discovery message in open discovery shall support integrity protection and replay protection.
The discovery message in restricted discovery shall support confidentiality protection, integrity protection, and replay protection.
The entity which receives a restricted discovery message on the PC5 interface shall be able to verify the source authenticity. 
Editor’s note: It is FFS in SA2 whether ProSe code or similar parameter will be used in discovery messages sent on PC5 interface. Any related privacy issues with the use of ProSe code or similar parameter needs to be further studied in restricted discovery.
The 5G System shall provide means to protect the discovery response message of a discoveree UE in the restricted direct discovery model B architecture from other discoveree UE(s).
Editor’s Note: In case that a discoverer UE wants to discover more than one different discoveree UEs using same ProSe service at a time, if security protection between different discoveree UEs is needed is FFS
The discovery message shall provide security related information for remote UE to discover and choose a relay UE.  

****END OF CHANGES ***
