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1	Decision/action requested
It is proposed to add the evaluation for solution#19 in 5GFBS TR 33.809.
2	References
Null
3	Rationale
This pCR proposes to add the evaluation for solution#19. 

4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***

[bookmark: _Toc58311246][bookmark: _Toc59025704][bookmark: _Toc59026540]6.19.3 	Evaluation
This solution fulfils the potential security requirement of the KI #2 when the UE is in the RRC-Connected state.
This solution does not fulfil the potential security requirement of the KI #2 when the UE is in the RRC-Idle or the RRC-Inactive state.
This solution does not require any additional key provisioning and setup procedure. This solution only requires transporting the hashes of MIB/SIBs or MIB/SIBs using secure RRC signalling.
This solution allows UE to verify not only the MIB/SIBs that it has already read but also those it would read later time.
This solution requires RAN node to provide the hashes of all MIB/SIBs to UE including those that UE is not interested in.
Since the MIB/SIBs mostly contain the radio configuration information that is used for the UE to make a connection to the network and stay in the connected state, enabling to detect the modification of MIB/SIBs during the connection establishment would significantly reduce the impact of SI modification by false base station in the long run, for example when UE stores a large enough data base of the false base stations it has camped and then UE encounters the same false base station again. 
Further addition of PCI in generation of hashes of MIB/SIBs will make it difficult for the false gNB to replicate as a real one and also if any modification is done in this operational parameter, leads to failure of the hash verification at the UE. Addition of this parameter will increase the toughness in the false relay base station to mount the MitM attack and restrict wider range of operation (restricted to a cell). 
Editor's Note: How the solution can work with SI that is modified while the UEs are in connected state is FFS
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