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1	Decision/action requested
The pCR provides an update to key issue #3.2, and is kindly asked to be approved by SA3.
2	Reference
[1]		 3GPP TR 33.846 V0.10.0 (2021.02)
3	Rationale
As analysed in key issue # 3.2, SUPI guessing attacks can pose the threats to SUPI database, and continuously trace a dedicated victim. To protect the user privacy and to prevent from disclosing SUPI database for a given network, the SUPI guessing attacks should be mitigated.  
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[bookmark: _Toc12627865][bookmark: _Toc63074460]5.3.2	Key Issue #3.2: SUPI guessing attacks
[bookmark: _Toc12627866][bookmark: _Toc63074461]5.3.2.1	Key issue details
It is plausible that the attacker knows the network's public key provisioned in the attacker-controlled SIM card and uses this information to guess SUPIs. The attacker could launch a SUPI guessing attack as follows. 
It generates a guessed SUPI and converts it into SUCI by using network's public key. The attacker operates a false base station and forwards the fabricated Registration Request message containing the SUCI. Up on receipt of a Registration Request message, the network decrypts SUCI and obtains the SUPI. If SUPI is valid, the network sends an Authentication Request message; otherwise, the network issues a Registration Reject message. The attacker observes in its false base station the network response. Thus the attacker can ascertain that the guessed SUPI is valid if the Authentication Request message is sent by the network.  After a great number of SUPI guessing attacks, the adversary could figure out the whole database of SUPIs for a dedicated network. 
The attacker further could determine whether the valid SUPI belongs to a dedicated victim or not. It forwards the received Authentication Request message to the victim. If the victim replies with the Authentication Failure message, then the valid SUPI does not match the victim. If the victim responds with Authentication Response message, then the victim with the valid SUPI is found.
[bookmark: _Toc12627867][bookmark: _Toc63074462]5.3.2.2	Security threats
The attacker is able to determine whether a SUPI belongs to a given network. 
The attacker can make an association between the SUPI and a pair of AUTN and RAND. Based on the AUTN and RAND, the attacker could determine whether the victim UE is in the vicinity or not. With this association, an attacker could continuously trace a dedicated victim.
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5G system should provide the mechanism to mitigate SUPI guessing attacks.
TBD.
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