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Decision/action requested
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Rationale

This key issue is intended to support in the 5GS, requirements from TS 22.104 [4] where a TSN bridged network may not be needed and requirements from TS 22.263 [5] for Video, Imaging and Audio for Professional Applications (VIAPA). See TR 23.700-20 for KI#3B in 5.3.3, the protection of AF-NEF is not for TSN bridge mote. Update proposed to align.

4
Detailed proposal

******* START OF CHANGES
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******* NEXT CHANGE

Solutions

6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues

	Solutions
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	KI#2
	KI#3
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	#1: Protection on time synchronization messages in TSN bridge mode
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	#2: Security solution for protection of AF-NEF interface 
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	#3: Protection on time synchronization messages by fixing the security protection policy
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******* NEXT CHANGE
6.2
Solution #2: Security solution for protection of AF-NEF interface 
6.2.1
Introduction

This security solution is related to the key issue #4: "Protection of AF-NEF interface", concerning protection of the interface utilized by the procedures for Time Synchronization capability exposure towards the AF.
The interface between the NEF and the Application Function (AF) used for Time Synchronization capability exposure towards AF, needs to be properly secured by providing confidentiality, integrity and replay protection.
Mutual authentication is also needed between NEF and AF for secure communication. Authorization of the third party AF to use the NEF service for time information request is necessary.

Editor's note: It is FFS whether the information exposed by the 3GPP network via NEF to the AF contradicts the security requirements in clause 5.9.2.3  in TS 33.501 [2].
6.2.2
Solution details

This solution proposes for the security protection of the NEF AF interface and for mutual authentication to reuse the security solution based on TLS defined in TS 33.501 [2], clause 12 (Security aspects of NEF).
After the authentication, NEF authorizes the requests from AF using OAuth-based authorization of RFC 6749 [X] as also stated in TS 33.501 [2], clause 12.
6.2.3
Evaluation

The proposed solution fulfils the potential security requirements given in the related key issue.
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