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1
Decision/action requested

This contribution proposes to discuss the authorization during EDN relocation.
2
References

[1] TR 33.839 v040

[2] TR 23.748 v110

[3] TS 23.502

3
Rationale

Key issue #10 in TR 33.839 [1] illustrated the requirement on the authorization during the EDN change, i.e. Authorization of UE for EAS service access during Edge Data network relocation with seamless change shall be supported. This issue shall be discussed for all these three 5GC Connectivity Models for Edge Computing defined in TR 23.748 [2] according to the comments received from the SA3 #102e meeting. 

As defined in TR 23.748 [2], 5GC supports at least following three connectivity models to enable Edge Computing, i.e. Distributed Anchor Point, Session Breakout, Multiple PDU sessions.

This contribution is proposed to analyse these scenarios, find out whether the existing solution #22 in TR 33.839 [1] could be used to solve all these scenario, and give out the way forward.
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Figure 3-1: 5GC Connectivity Models for Edge Computing

3.1 Authorization during the EDN change for the Distributed Anchor Point scenario

-
Distributed Anchor Point: the PDU Session anchor is moved far out in the network, to the local sites. It is the same for all the user PDU session traffic. Re-anchoring (SSC#2 and SSC#3) is used to optimize traffic routing for all applications when moving long distances.

For this case, distributed anchor points are selected for the EDN network. Therefore, if a new EDN is required to be reallocated, for the new PDU session with the new EDN needs to be triggered by the UE. As depicted in the above, re-anchoring (SSC#2 and SSC#3) is used to optimize traffic routing for all applications when moving long distances. According to the Clause 4.3.5 TS 23.502 [3], the SMF may be changed for the SSC mode 2 and SSC mode 3. Solution #22 in TR 33.839 supports that SMF could be used to redirect the security information received from the S-EDN to the T-EDN. 

If the SMF for the new PDU session is not changed, the SMF could determine that the secondary authentication between UE and DN-AAA is not required based on the same SUPI received from the AMF, the DNN and S-NSSAI. Hence, solution #22 is applicable in this case.
Observation1: Solution #22 is applicable for the Distributed Anchor Point scenario if the SMF is not changed during the re-anchoring.

3.2 Authorization during the EDN change for the Session Breakout scenario

-
Session Breakout: The PDU session has a PDU Session anchor in a central site and a PDU Session anchor in the local site. Only one of them provides the IP anchor point. The Edge Computing application traffic is selectively diverted to the local PDU Session anchor using UL Classifier or multihoming BP technology. Re-anchoring of the local PDU Session anchor is used to optimize traffic routing for locally diverted traffic as the user moves.

For this case, re-anchoring of the local PDU Session anchor is used to optimize traffic routing for locally diverted traffic as the user moves. Hence, SMF will not be changed after the PDU session anchor is introduced during the EDN relocation. For the unchanged PDU session, the SMF just informs the local EDN with the security information of the secondary authentication. Hence, the solution #22 is applicable.

Observation2: Solution #22 is applicable for the Session Breakout scenario.

3.3 Authorization during the EDN change for the Multiple PDU sessions scenario

-
Multiple PDU sessions: Edge Computing applications use a specific PDU session with the PDU Session anchor in the local site. The rest of applications use a PDU Session with a central PDU Session anchor. The mapping between applications and PDU sessions is steered by the URSP rules. Re-anchoring (SSC#2 and SSC#3) is used to optimize traffic routing for Edge Computing applications as the user moves.

This case is similar with the distributed anchor points. Re-anchoring (SSC#2 and SSC#3) is used to optimize traffic routing for Edge Computing applications as the user moves. If a new EDN is required to be reallocated, for the new PDU session with the new EDN needs to be triggered by the UE. If the SMF for the new PDU session is not changed, the SMF could determine that the secondary authentication between UE and T-EDN-AAA is not required based on the same SUPI received from the AMF, the DNN and S-NSSAI. From the security point of view, this scenario is similar with the Distributed Anchor Point scenario. Hence, if the SMF is not changed during the re-anchoring (SSC#2 and SSC#3), then the solution #22 is applicable.

Observation3: Solution #22 is applicable for the Multiple PDU sessions scenario if the SMF is not changed during the re-anchoring.
4
Detailed proposal

In conclusion, the above observations apply to the solutions including solution #22 that use the SMF to re-transmit the security information to the T-EDN.

It is suggested to approve the companion contribution, S3-210972, and S3-210973.

S3-210972 is to revise solution #22 for these specific scenarios.

S3-210973 is to provide a simple solution for authorization.
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