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1
Decision/action requested

This contribution proposes to add a new solution for non-delegated subscribe-notification key issue.
2
References

 [1] TR 33.875 v010 Study on enhanced security aspects of the 5G Service Based Architecture (SBA)
3
Rationale

This contribution would like to add a new solution for non-delegated subscribe-notification key issue.
4
Detailed proposal

It is suggested to approve the following changes.

*************** Start of the 1st change ****************

6.X
Solution #X: URI authorization in the non-delegated "Subscribe-Notify" interaction scenarios

6.X.1
Introduction

This solution addresses key issue #30: Service access authorization for non-delegated subscribe-notify by adding the notification URI of the NF service consumer (NFc) into its certificates.

6.X.2
Solution details

Pre-requisite:

-
It is assumed that the notification URI of the NF service consumer (NFc) is configured into its certificate.

-
The NRF and NF service producer share the required credentials. 
- 
The NRF and NF have mutually authenticated each other. 

Detailed procedures are as follows.

1.
The NFc sends the Nnrf_AccessToken_Get Request to the NRF. The token request contains the Notification URI of the NFc, an indication (Expressed as "Indication_non-delegated") that indicates the token request is for the non-delegated "Subscribe-Notify" interaction scenarios. Other parameters required for the access token request can refer to TS 33.501 [xx] clause 13.4.1.

2.
Upon reception of the Nnrf_AccessToken_Get Request, the NRF authorizes whether the NFc is authorized to subscribe the services. And if the indication is received, the NRF checks whether the Notification URI of the NFc in the request matches with the notification URI in the NFc’s certificate. 

3.
If the authorization and verification are successful, the NRF should generate the access token, the claims of which include the verified notification URI. Other parameters included in the access token can refer to TS 33.501 [xx] clause 13.4.1. The NRF sends the access token to the NFc.

4.
The NFc sends a subscription request, which contains the access token and the notification URI of the NFc to the NFp.

5.
Upon reception of the subscription request, the NFp verifies the integrity of the token and verify the notification URI in the access token matches with the notification URI in the subscription request message. 

6.
If the above verification is successful, the NFp sends the subscription response to the NFc.

6.X.3
Evaluation

TBD
*************** End of the 1st change ****************

