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1	Decision/action requested
This contribution proposes to add the following editor’s note on the protection of GVNP Type 1assets for the virtualized network product security assurance study.
2	References
[1] S3-210774,  3GPP TR 33.818 v0.a.0, " Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS)”
3	Rationale
As discussed in contribution S3-210949, the following Editor’s Note is proposed.
4	Detailed proposal 
[bookmark: _Toc57018751][bookmark: _Toc57022415][bookmark: _Toc63357185]5.2.4.2	Generic assets and threats of GVNP for type 1
[bookmark: _Toc57022416][bookmark: _Toc57018752][bookmark: _Toc63357186]5.2.4.2.1	Generic assets of GVNP for type 1
The critical assets of GVNP for type 1 that need to be protected are:
-	User account data and credentials (e.g. passwords, private key);
-	Log data;
-	Configuration data, e.g. GVNP's IP address, ports, VPN ID, Management Objects (e.g. user group, command group) etc.
-	Guest Operating System, i.e. the files that make up the guest OS and its processes (code and data);
-	GVNP Application;
-	Sufficient processing capacity: that processing powers are not consumed close to limits;
-	The interfaces of GVNP to be protected and which are within SECAM scope: for example:
-	OAM interface, for remote access: interface between GVNP and OAM system
-	Interface between virtualised network function (VNF) and VNFM
-	Interface between VNF and virtualisation layer, for providing the execution environment to run VNF
-	GVNP Software package (binary code or executable code) which includes 
-	VNFD;
-	VNF image and image description file;
-	Configuration data (e.g. manifest file as defined in [15])
Editor’s Note: It is FFS whether protecting the generic assets of GVNP Type 1 is the equivalent of protecting VM and protecting the virtualization layer. 
