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1	Decision/action requested
This contribution proposes some enhancement on operator security acceptance aspect for virtualized network product security assurance study.
2	References
[1] S3-210774,  3GPP TR 33.818 v0.a.0, " Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS)”
3	Rationale
Proposed enhancement for operator security acceptance decision.
4	Detailed proposal 
[bookmark: _Toc57022381][bookmark: _Toc57018717][bookmark: _Toc63357148]4.8	Operator security acceptance decision for 3GPP virtualised network products
[bookmark: _Toc57022382][bookmark: _Toc57018718][bookmark: _Toc63357149]4.8.1	Gap analysis
In clause 4.7 of TR 33.916 [2], it was proposed that for the evaluation result of the network products, the operator decides the security acceptance through examining the network product, the security compliance testing, the basic vulnerability testing analysis reports, the self-declaration as well as the optional evidence of accreditation from the SECAM Accreditation Body. Based on the output of SECAM evaluation and the evaluation process in clauses 4.5.2 and 4.6.2, the evaluation of the virtualised network products also has the contents which are examined during operator security acceptance decision. In addition, operator security acceptance decision in clause 4.7 of TR 33.916 [2] is general process. So, it can be applied to 3GPP virtualised network products with enhancements to take into account the difference when comparing to 3GPP physical network product such that the 3GPP virtualised network product can be of either Type 1, Type 2, or Type 3 as described in Clause 4.1.1 of the present document.
[bookmark: _Toc57018719][bookmark: _Toc57022383][bookmark: _Toc63357150]4.8.2	Operator security acceptance decision
Operator security acceptance decision for 3GPP virtualised network products is the same similar to as those for 3GPP physical network products, i.e. operator examines the ultimate outputs of the evaluation, the self-declaration and decides if the results are sufficient according to its internal policies etc. Enhancements and clarifications are needed to take into account of the make-up of the types of virtualised network product since the underlying security assumptions and security considerations for each of these types have some subtle differences. When a virtualized network product vendor (i.e. Vendor A) has no control over the virtualization layer and physical layer that is being supplied by another vendor (i.e. Vendor B), Vendor A can only assume that the product supplied by Vendor B are secure as denoted in NOTE X of Clause of 4.1.1 of the present document. Operator’s security acceptance decision should then take into consideration based on the operator due diligence that any imperfection to vendor A’s product uncovered during testing is strictly attributed to Vendor A’s product and not attributed to the underlying virtualization layer and physical layer of vendor B. 


