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1	Decision/action requested
This contribution proposes to add details on GVNP Type 2 hardening unnecessary service/protocol aspect due to virtualization for the virtualized network product security assurance study.
2	References
[1] S3-210774,  3GPP TR 33.818 v0.a.0, " Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS)”
3	Rationale
Given the difference in GVNP type 2 requiring a virtualization layer to be part of the GVNP, the NFVI may introduce new hardening requirement on “unnecessary or insecure services / protocols”. The NOTE in 5.2.5.6.8.1 is removed since it is obvious that the differences between GVNP type 1 and type 2 is more than OS alone. The NOTE is not accurately describing the potential differences.
4	Detailed proposal 
[bookmark: _Toc57018833][bookmark: _Toc57022498][bookmark: _Toc63357268]5.2.5.6.8	Potential Security requirements and related test cases to Hardening for GVNP of type 2
[bookmark: _Toc57018834][bookmark: _Toc57022499][bookmark: _Toc63357269]5.2.5.6.8.1	Introduction
The purpose of hardening for GVNP of type 2 is also to reduce its surface of vulnerability. Based on the gap analysis between GVNP SECAM and GNP SECAM in clause 4, and the GVNP model of type 2 in clause 5.2.3, the GVNP of type 2 has the Virtualisation layer additional the GVNP of type 1. So, the security requirements and related test cases to hardening for GVNP of type 2 are based on the hardening requirements in TS 33.117 and the hardening requirements of GVNP for type 1. 
NOTE:	The only difference between for GVNP type1 and GVNP type2 in current report is about Operating System.
[bookmark: _Toc57022500][bookmark: _Toc57018835][bookmark: _Toc63357270]5.2.5.6.8.2	Technical Baseline
[bookmark: _Toc57022501][bookmark: _Toc57018836][bookmark: _Toc63357271]5.2.5.6.8.2.1	No unnecessary or insecure services / protocols
All text from TS 33.117 [4], clause 4.3.2.1 applies to GVNP of type 2. Since GVNP type 2 also includes a virtualization layer as part of the GVNP, it may be necessary to introduce additional services and/or protocols for the virtualization layer to function but otherwise those additional services and/or protocols are not part of the core functions or capabilities of the 3GPP VNP. 
Editor's Note: It is FFS whether the services or protocols necessary for the virtualization layer to function but not part of the core functions or capabilities as specified for the 3GPP network product are construed as “unnecessary” or “insecure”.
