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1	Decision/action requested
This contribution proposes some clarification how different components of GVNP impacts the vendor development process and product lifecycle process for the virtualized network product security assurance study.
2	References
[1] S3-210774,  3GPP TR 33.818 v0.a.0, " Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS)”
3	Rationale
Current gap analysis identifies considerations to be given when components of GVNP are from different vendors, but it is not clear how this impacts the overall vendor development process and product lifecycle process. An Editor’s Note is proposed to capture this issue.
4	Detailed proposal 
[bookmark: _Toc57022363][bookmark: _Toc57018699][bookmark: _Toc63357130]4.3	Scope of SECAM evaluation for 3GPP virtualised network products
[bookmark: _Toc57022364][bookmark: _Toc57018700][bookmark: _Toc63357131]4.3.1	Gap analysis
The current scope of SECAM evaluation for 3GPP network products comprises the Vendor Network Product Development process evaluation, the product lifecycle process evaluation and the Network Product evaluation. Such objectives mainly focus on development and lifecycle, and they do not differentiate whether a product is physical or virtualised. Hence the scope also applies to SECAM evaluation of 3GPP virtualised network products. However, in decoupling scenario, a 3GPP virtualised network product can be composed by separate components from different vendors. So, vendor development process and product lifecycle process should be considered for each component of a 3GPP virtualised product when it is decoupled. 
Editor’s Note: It is FFS how consideration in decoupling of components of 3GPP virtualized product impacts the overall vendor development process and product lifecycle process and whether the process differs from traditional physical network development in which components (e.g. hardware, processor, memory, etc.) are also supplied by different vendor.
[bookmark: _Toc57018701][bookmark: _Toc57022365]The product lifecycle process of a physical network product consists of a number of processes, e.g. first commercial introduction, update, minor release, major release and end of life. The vendor network product development and lifecycle processes in these stages should comply with security requirements such as security by design, version control system, change tracking, source code review and security testing as specified in [7]. This generic product lifecycle process and the related security requirements can be applied to a virtualised network product. 
[bookmark: _Toc63357132]4.3.2	Scope of a SECAM evaluation
The type of SECAM evaluation tasks in clause 4.2 of TR 33.916 [2] can be applied to 3GPP virtualised network products. 
NOTE:	Details of activity for the Vendor Virtualised Network Product Development process evaluation and the virtualised network product lifecycle process evaluation can be found in clause 7 of present document and the documents defined by the SECAM Accreditation Body.

