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1	Decision/action requested
Approve this contribution to provide new solution to KI #7 in TR 33.854.
2	References
[bookmark: _GoBack]N/A	
3	Rationale
The contribution proposes to provide a new solution to address Key Issue #7: Security of Command and Control (C2) Communication. 
4	Detailed proposal

[bookmark: _Toc49255966]*************** BEGINNING OF CHANGES***************
[bookmark: _Toc39138085][bookmark: _Toc39138081]6.X	Solution #X: Consistent PDU session security for C2 communication
[bookmark: _Toc39138086]6.X.1	Solution overview
This solution addresses the Key Issue #7: Security of Command and Control (C2) Communication. This solution proposes to assist USS/UTM to establish consistent security, e.g. confidentiality, integrity protection, replay protection, and non-repudiation, between two PDU sessions for C2 communication. As the threats depict in the KI #7, C2 communication may be compromised via UAV controller (UAVC) connection if UAVC connects via a different PLMN/access technology with different security policies (e.g. without integrity and/or confidentiality protections). For the networked UAVC, the security of two PDU sessions for C2 communication between UAV and networked UAVC are provided by 3GPP, UTM/USS is responsible for exchanging some security-related information to make two PDU sessions have consistent security status.
[bookmark: _Toc39138087]6.X.2	Solution details
The procedure allows SMF to inform USS/UTM regarding the security activation status of the C2 PDU session of UAV UE. This solution is based on the following assumptions:
· An UAS is the combination of a UAV and a UAVC. The UAV and UAVC within the UAS may be served by different MNO.
· The PDU session established in the following procedures is used for C2 communication, but maybe not only used for C2 communication.
· UTM/USS is responsible for associating the UAV and UAVC to form a UAS. The pairing information is either provided by the UAV or stored in UTM/USS. The association process is out of 3GPP.
USS/UTM can use the indication to employ the same security level for the UAVC side, the procedure is illustrated as follows: 
[image: ]
Figure 6.X.2-1: Establish same security level within 3GPP
1. The UAV/UAVC registers to CAA-level authority and UAV gets CAA-Level UAV ID. The UAV registers to the 3GPP network and finishes the UUAA procedures.
2. UAV starts a new PDU session establishment request for C2 communication if C2 requires a separate PDU session. UAV requests to modify the existing PDU session if the existing PDU session can be reused for C2.
3. SMF retrieves the security policies for C2 from UDM and generates the C2 security status indication based on RAN’s feedback (e.g. SMF needs to know the security activation status from RAN with ‘PREFERRED’ security policy).
4. SMF forwards the C2 security status indication to the USS/UTM via the UAV-NF. This procedure may be executed using the UAS authentication & authorisation, or a separate message (e.g. message used to notify UTM/USS the IP address of UAV). 
5. USS/UTM uses the C2 security status indication to further configure the C2 communication on the UAVC side (e.g. configures the security if UAVC uses networked C2 communication). 
[bookmark: _Toc39138088]6.X.3	Solution evaluation 
TBC
*************** END OF CHANGES***************
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