[bookmark: _GoBack]3GPP TSG-SA3 Meeting #102bis-e 	S3-210896
e-meeting, 1 - 5 March 2021														            Revision of S3-21xxxx

Source:	Huawei, HiSilicon
Title:	New solution to prevent malicious revocation from unauthorised UTM/USS
Document for:	Approval
Agenda Item:	2.7
1	Decision/action requested
Approve this contribution to add the new solution in the TR 33.854
2	References
N/A	
3	Rationale
This solution proposes to address the fake UTM/USS issue in KI#1. Fake UTM/USS is considered as a threat as specified in KI#1, the contribution provides a solution to prevent the malicious revocation sent by the fake UTM/USS.
According to the conclusion in TR 23.754 [3], the UTM/USS shows the 3GPP UAV ID (i.e. GPSI) to invoke MNO services and to revoke authentication & authorisation. Currently the UAV-NF only uses the 3GPP UAV ID (and optionally the CAA-Level UAV ID in some solutions in TR 33.854) to identify the UAV UE in order to trigger the revocation. However an unauthorised UTM/USS may perform malicious revocation to 3GPP network by sending 3GPP UAV ID captured from other places (e.g. the same 3GPP UAV ID is reused for multiple UTM/USSs, or eavesdropping on the GPSIs which are sent out from 3GPP network). To prevent the above attack, this solution allows the UAV-NF to check the revocation request is sent from the serving UTM/USS of the UAV (i.e. the authorised UTM/USS).
4	Detailed proposal
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[bookmark: _Toc62549399]6.X	Solution #X: Preventing malicious revocation from unauthorised UTM/USS
[bookmark: _Toc62549400]6.X.1	Solution overview
This solution proposes to address the fake UTM/USS issue in KI#1. Unauthorised UTM/USS, including fake UTM/USS and competitor UTM/USS, may perform malicious UAV service revocation due to the lack of authorisation checking by the 3GPP network, the contribution provides a solution to prevent the malicious revocation sent by the unauthorised UTM/USS.
According to the conclusion in TR 23.754 [3], the UTM/USS shows the 3GPP UAV ID (i.e. GPSI) to invoke MNO services and to revoke authentication & authorisation. However an unauthorised UTM/USS may perform malicious revocation to 3GPP network by sending 3GPP UAV ID captured from other places (e.g. the same 3GPP UAV ID is reused for multiple UTM/USSs, or eavesdropping on the GPSIs which are sent out from 3GPP network). To prevent the above attack, this solution allows the UAV-NF to check the revocation request is sent from the serving UTM/USS of the UAV (i.e. the authorised UTM/USS).
[bookmark: _Toc62549401]6.X.2	Solution details
Upon a successful USS UAV Authentication and Authorisation (UUAA) procedure between UAV and UTM/USS, the UAV-NF (a.k.a UAVF or UFES as specified in TR 23.754 [3]) stores a UUAA identity mapping between the 3GPP UAV ID and the UTM/USS identifier. Upon a successful pairing authorisation procedure, the UAV-NF stores a pairing identity mapping between the 3GPP UAV ID and the UTM/USS identifier.
During either UUAA revocation or pairing revocation, the UTM/USS uses 3GPP UAV ID to invoke the corresponding revocation, the revocation request message sent from UTM/USS includes its UTM/USS identifier. The UAV-NF verifies the revocation request by checking the 3GPP UAV ID and UTM/USS identifier match the previously maintained mapping relationships accordingly (either UUAA ID mapping or pairing ID mapping). The UAV-NF stops the subsequent revocation procedures if the 3GPP UAV ID and the UTM/USS identifier sent from the UTM/USS do not match the previously maintained mapping relationships.
[bookmark: _Toc62549404]6.X.3	Solution evaluation
TBD
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