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1
Decision/action requested

This document proposes a new key issue on Network Slicing Isolation to the TR 33.864. SA3 is kindly requested to approve this document.
2
References

 [1]
3GPP TR 33.864, v 0.3.0.

3
Rationale

This contribution proposes a key issue of Network Slicing Isolation to the TR 33.864.
4
Detailed proposal

***
BEGIN OF CHANGE
***
5.X
Key Issue #X: Network Slicing Isolation – security context aspect
5.X.1
Key issue details
In cases where the Network Slicing Isolation is concerned, the isolated network slice for the vertical customer doesn’t have trust relation with other slices as what the NFs in legacy network have. This leads to new security issues if security context remains to be handled in the legacy way.
If the security context, which has beed used to secure the communications of the isolated slice, is transferred from the isolated slice to other slices, then a malicious adversary in those other slices may be able to encrypt the history communication of the isolated slice. (out-bound security context)
On the other hand, if the security context is transferred from other slices to the isolated slice, and the isolated slice uses this security context to secure its future communications. Then a malicisous adversary in those other slices may be able to store the transferred security context beforehand, and use it to encrypt the future communications of the isolated slice. (in-bound security context)
5.X.2
Security threats
Out-bound transferring security context, which has been used to secure history communications of the isolated slice,  from the isolated slice to other slices may lead to history communications of the isolated slice being compromised.
In-bound traferring security context from other slices to the isolated slice and using it to secure future communications of the isolated slice may lead to future communications of the isolated slice being compromised.
5.X.3
Potential security requirements
The 5GS shall not transfer security context, which has been used to secury history communications of an isolated slice, from that isolated slice to other slices.

The 5GS shall not use security context transferred from other slices to an isolated slice to secure future communications of that isolated slice.
***
END OF CHANGE
***
