3GPP TSG-SA3 Meeting #102Bis-e 
S3-210879
e-meeting, 1 - 5 March 2021










Revision of S3-20xxxx
Source:
ZTE Corporation
Title:
Resolve the EN in Sol#4.6
Document for:
Approval

Agenda Item:
2.5
1
Decision/action requested

Proposal to Resolve the EN in Sol#4.6
2
References

[1]
3GPP TR 33.846 v1.0.0.

3
Rationale

For time-based SQN generation method, the network does not need to synchronize time with UE as non-time-based SQN generation method. USIM does not distinguish the SQN is time-based or non-time based. The main difference between the time-based or non time-based is whether the global counter, e.g. a clock giving universal time is used during the SQN generation.

As specified in Annex C.1.1.3 in TS 33.102, :

C.1.1.3
Time-based sequence number generation

In its binary representation, the sequence number consists of two concatenated parts SQN = SEQ || IND. The part SEQ is not divided into two parts. The global counter GLC is thus as long as SEQ. Instead of storing the individual counter SEQHE in the HE there is a value DIF  stored in the HE which is individual for each user. The DIF value represents the current difference between generated SEQ values for that user and the GLC.

When the HE needs new sequence numbers SQN to create new authentication vectors, HE retrieves the (user-specific) value of DIF from the data base and calculates SEQ values as SEQ = GLC +DIF.

The DIF value may have to be updated in the HE only during the re-synchronization procedure. In this case the DIF value is set as DIF = SEQMS - GLC where SQNMS = SEQMS || INDMS is the value sent by USIM in the re‑synchronization procedure.

As specified in Annex C.2.2 in TS 33.102, USIM does not distinguish the SQN is time-based or non-time based:

C.2.2
Verification of sequence number freshness in the USIM

The USIM shall maintain an array of a previously accepted sequence number components: SEQMS (0), SEQMS (1),… SEQMS (a-1). The initial sequence number value in each array element shall be zero.

To verify that the received sequence number SQN is fresh, the USIM shall compare the received SQN with the sequence number in the array element indexed using the index value IND contained in SQN, i.e. with the array entry SEQMS (i) where i = IND is the index value.

(a)
If SEQ > SEQMS (i) the USIM shall consider the sequence number to be guaranteed fresh and subsequently shall set SEQMS (i) to SEQ.

(b)
If SEQ ≤ SEQMS (i) the USIM shall generate a synchronisation failure message using the highest previously accepted sequence number anywhere in the array, i.e. SQNMS.

The USIM shall also be able to put a limit L on the difference between SEQMS and a received sequence number component SEQ. If such a limit L is applied then, before verifying the above conditions (a) and (b), the sequence number shall only be accepted by the USIM if SEQMS - SEQ < L. If SQN can not be accepted then the USIM shall generate a synchronisation failure message using SQNMS.

This pCR propose to remove the EN in the evaluation part of Sol#4.6.
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.846 [1].

   *** START of CHANGE ***

6.4.6
Solution #4.6: Using time-based or partly time-based SQN generation
6.4.6.1
Introduction

This solution addresses is related to the key issue #4.1 Protection of SQN during AKA re-synchronisations and shows that the problem would not exist, if one of the following SQN generation schemes are used.
6.4.6.2
Solution details

As specified in Annex C.3 TS 33.102 [3], if the generation of sequence number is time-based or partly time-based,  the value of SQN does not allow to trace the user over longer periods. Therefore, there may be no need to conceal SQN by an anonymity key as specified in section 6.3, TS 33.102 [3]. If the time-based or partly time-based SQN generation is used, the AK is not used and the SQN does not need protected.
Therefore, this solution propose to use time-based or partly time-based SQN generation to resolve this key issue.
6.4.6.3
Evaluation

This solution use time-based schemes to resolve the key issue#4.1 without impact on USIM and UDM. It does not work for non-time based schemes.

   *** END of CHANGE ***

