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1
Decision/action requested

Updates for solution #2.7 to remove editor note on null scheme.
2
References

[1]
3GPP TR 33.846 v0.10.0 
3
Rationale

The following editor’s note has been captured in solution #2.7:

Editor's Note: It is FFS when null scheme used in the SUCI generation.
As specified in Annex C of 3GPP TS 33.501,  in case of the null-scheme, the SUCI does not conceal the SUPI. So unlinkability is irrelevant. In other words, null-scheme is not necessary to be included in the scope of privacy protection.

So it is proposed to remove this editor's note.
4
Detailed proposal

Changes to clause 6.2.7.3
**** START OF CHANGES ****

6. 2.7.3
Adaptation of proposal in TS 33.501

The following sequence chart illustrates the text already specified in TS 33.501 [2] clause 6.1.2 for the case of initiation of authentication and selection of authentication method. Changes are marked in blue.


Figure 6. 2.7.3-1: Illustration of UE and HE is sharing MESSAGE_TIME along with SUCI 

1.
During the primary authentication procedure, USIM concatenates SUPI and MESSAGE_TIME. The MESSAGE_TIME represents the current UTC-based time (number of UTC seconds in 10 ms units since 00:00:00 on Gregorian calendar date 1 January, 1900), similar to the mechanism used in ProSe Discovery protection TS 33.303 [3]. The UE may obtain UTC time from any sources available, e.g. the RAN (via SIB, as in LTE via SIB16), NITZ, NTP, GPS (depending on which is available). MESSAGE_TIME is provided by the ME to the USIM. The concatenated plain text block is encrypted using ECIES method. New value is introduced for “SUPI Type”, for e.g. Value 4 represents SUCI encoded with SUPI plus MESSAGE_TIME. 

Editor's Note: The UTC time in UE and the UDM may be different because of different source or other errors, and the synchronization mechanism is FFS.
2.
UE shall use SUCI containing  MESSAGE_TIME in Registration request message, which is sent to AMF/SEAF. 

3.
AMF/SEAF shall invoke the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message to the AUSF whenever the AMF/SEAF wishes to initiate an authentication.
The Nausf_UEAuthentication_Authenticate Request message shall contain either:

-
SUCI containing MESSAGE_TIME, as defined in the current specification, or

-
SUPI, as defined in TS 33.501 [2].

The AMF/SEAF shall include the SUPI in the Nausf_UEAuthentication_Authenticate Reques t message in case the AMF/SEAF has a valid 5G-GUTI and re-authenticates the UE. Otherwise the SUCI containing MESSAGE_TIME is included in Nausf_UEAuthentication_Authenticate Request. SUPI/SUCI structure is part of stage 3 protocol design. 

The Nausf_UEAuthentication_Authenticate Request shall furthermore contain:

-
the serving network name, as defined in sub-clause 6.1.1.4 of the present document.

4.
Upon receiving the Nausf_UEAuthentication_Authenticate Request message, the AUSF shall check that the requesting AMF/SEAF in the serving network is entitled to use the serving network name in the Nausf_UEAuthentication_Authenticate Request by comparing the serving network name with the expected serving network name. The AUSF shall store the received serving network name temporarily. If the serving network is not authorized to use the serving network name, the AUSF shall respond with "serving network not authorized" in the Nausf_UEAuthentication_Authenticate Response.

The Nudm_UEAuthentication_Get Request sent from AUSF to UDM includes the following information:

-
SUCI containing MESSAGE_TIME or SUPI;

-
the serving network name;

5.
Upon reception of the Nudm_UEAuthentication_Get Request, the UDM shall invoke SIDF if a SUPI type is SUPI plus MESSAGE_TIME, then SIDF shall de-conceal SUCI to gain SUPI and  MESSAGE_TIME before UDM can process the request.

a. If SUCI containing MESSAGE_TIME


The UDM compares the received MESSAGE_TIME and the current UTC-based time which obtained from the same UTC source as UE. 

If the received MESSAGE_TIME is less than the current UTC-based time minus MAX_DELAY, UDM response a failure code or discard the message. MAX_DELAY represents the maximum transmission time threshold.

If the received  MESSAGE_TIME is greater than or equal to the current UTC-based time minus MAX_DELAY, and less than the current UTC-based time, UDM selects the authentication method based on SUPI and generates AV.
b. If SUPI,
 
UDM selects the authentication method based on SUPI and generates AV.

NOTE 1:
The Nudm_UEAuthentication_Get Response in reply to the Nudm_UEAuthentication_Get Request and the 
Nausf_UEAuthentication_Authenticate Response message in reply to the 
Nausf_UEAuthentication_Authenticate 
Request message are described as part of the authentication procedures in 
clause 6.1.3 in TS 33.501 [2].

NOTE 2: The solution is restricted to 5G.

The Authentication procedure (considering example of 5G AKA) is the same as TS 33.501 [2] section 6.1.3.2.0. The solution does not impact the existing call flow.

Editor's Note: The value of MAX_DELAY is FFS to avoid replay attack within the timer buffer.

NOTE 3:
UE might re-send the same SUCI with earlier time stamp if T3519 timer is running. To avoid discarding a lot of legitimate authentication requests, the value of MAX_DELAY should be larger than T3519.

**** END OF CHANGES ****
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(SUCI containing MESSAGE_TIME )





3. Nausf_UEAuthentication_ Authenticate Request


(SUCI containing MESSAGE_TIME or SUPI, SN-Name)





4. Nudm_UEAuthentication_ Get Request (SUCI containing MESSAGE_TIME or SUPI, SN-Name)
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1. Conceal SUPI and MESSAGE_TIME





5. [SUCI to SUPI, MESSAGE_TIME de-concealment].





a. If SUCI containing MESSAGE_TIME,


The UDM compares the received MESSAGE_TIME and the current UTC-based time. 


If the received MESSAGE_TIME is less than the current UTC-based time minus MAX_DELAY, UDM response a failure code or discard the message. 


If the received  MESSAGE_TIME is greater than or equal to the current UTC-based time minus MAX_DELAY, and less than the current UTC-based time, UDM selects the authentication method based on SUPI and generates AV.





b. If SUPI,


UDM selects the authentication method based on SUPI and generates AV.
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