3GPP TSG-SA3 Meeting #102bis-e 
S3-210875
e-meeting, 1 – 5 March 2021










Revision of S3-20xxxx
Source:
ZTE
Title:
Update comparison table for solution #2.7 and 6.4
Document for:
Approval

Agenda Item:
2.5
1
Decision/action requested

Update comparison table for solution #2.7 and 6.4.
2
References

[1]
3GPP TR 33.846 v0.10.0 
3
Rationale

Propose to update the comparison table for solution# 2.7 and 6.4.
4
Detailed proposal

Changes to clause 7.0.2
**** START OF CHANGES ****

Table: Comparison table of UE and network impacts per solution

	
	UE impacts
	Network impacts
	comments

	Solutions
	
	AMF/

SEAF
	UDM/

ARPF
	

	Solutions for resilience against identifier linkability
	
	
	
	

	#2.1: Handling of Sync failure by AUTS encryption
	ME
	X
	X
	

	#2.2: Encryption of authentication failure message types by UE with new keys derived from K_AUSF
	Probably ME
	X
	X
	

	#2.3: Unified authentication response message by UE
	USIM 
	X
	X
	

	#2.4:  MAC-S based solution
	USIM
	X
	X
	

	#2.5: Encryption of authentication failure message with SUCI method
	USIM or ME
	X
	X
	

	#2.6: Certificate based encryption of unicast NAS message
	USIM and ME
	X
	X
	

	#2.7: Mitigation against the SUCI replay attack
	USIM and ME
	
	X
	

	Solutions on re-synchronisation in AKA
	
	
	
	

	#4.1: Using MACS as freshness in the calculation of AK
	USIM
	
	X
	

	#4.2: Using symmetric encryption function to protect SQN during a re-synchronisation procedure in AKA
	USIM
	
	X
	

	#4.3: SQN protection by concealment with SUPI in USIM
	USIM
	
	X
	

	#4.4: SQN protection during re-synchronisation procedure in AKA
	USIM and ME
	
	X
	

	#4.6: Using time-based or partly time-based SQN generation
	
	
	
	Using existed time-based SQN generation mechanism, no impact on UE and network. 


NOTE:
A mapping table on which solution is addressing which key issue is provided in clause 6.0.

**** END OF CHANGES ****

