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1	Decision/action requested
Approve the pCR for key issue relating to Paging Cause
2	References
   
3	Rationale
In LS S2-2006011 on System support for Multi-USIM devices, SA2 asked “Q1: Please confirm whether exposing the Paging Cause in cleartext poses any privacy/security issues.  “
4	Detailed proposal


********* START OF CHANGES (All text new) *************************************************
[bookmark: _Toc54000654][bookmark: _Toc56429424]5.x	Key issue #x: Privacy aspects of exposing ‘paging cause’
[bookmark: _Toc54000655][bookmark: _Toc56429425]5.x.1	Key issue details 
[bookmark: _Hlk48802220][bookmark: _Hlk48802239]In TR 23.761 [2], a Multi-USIM device with concurrent registrations over 3GPP RAT associated with multiple USIMs procedures are discussed. A multi-USIM device can efficiently perform some activity (e.g., listen to paging) in a system while communicating in another system. 
Following text is captured in TR 23.761.
“Conclusions for Key Issue #1: Handling of Mobile Terminated service with Multi-USIM device
The following conclusions are agreed for the baseline functionality:
Editor's note:	These are interim conclusions. Additional solution principles can still be proposed for the final conclusions.
-	For both EPS and 5GS, only the voice is supported to be indicated as the paging cause to the UE. 
NOTE 1:	During normative phase, it will be determined whether the Paging Cause is applied 1) only for UEs with the request, or 2) to all UEs indiscriminately.
NOTE 2:	Whether and how the UE discriminates (if needed) between paging for non-voice service and paging from legacy RAN node is FFS and will be determined during normative phase.
NOTE 3:	“voice” refers to MMTel voice (5GS and EPS) and CS domain voice (EPS only).
Editor's note:	Final conclusion depends on further feedback from RAN WG2, RAN WG3 and SA WG3.
Editor's note:	According to the conclusion in KI#3, upon NAS-level leaving the UE may provide assistance information including information to temporarily restrict/filter MT data in this network while the UE has left. Whether UE is allowed to provide information to temporarily restrict/filter MT data in other circumstances is FFS. “
Hence it is clear SA3 is expected to study if there are any privacy and security issues related to the exposure of the paging cause and SA3 is expected to inform SA2 if there are issues in exposing the Paging cause value in clear.
For Multi-USIM devices, if there mobile terminated services, the network sends a paging request to notify the UE of a pending MT service. The Paging indication may additionally contain a ‘paging cause’ value indicative of the type of service/data pending for the UE in the network. The interim conclusion in TR 23.761, is to have only one ‘paging cause’ value for the voice service, pending further feedback from SA3 and RAN groups.
[bookmark: _Toc54000656][bookmark: _Toc56429426]5.x.2	Threats
When Paging cause is exposed in the clear along with paging, it becomes easy to identify a target by invoking a particular service such as voice. By invoking services from different social media sites, it is possible to initiate a mobile terminated service, without actually knowing the phone number of the target person. By repeated attempts it is easy to isolate and identify the person of interest in a particular location.
[bookmark: _Toc54000657][bookmark: _Toc56429427]Whether one service or multiple service values are supported, exposing the paging cause, exposes the MT service, and this helps an attacker to isolate and track a person of interest in a given area.
5.x.3 Requirements
The system shall support anonymity of the paging cause while exposing the paging cause value.
 The system shall prevent linkability of the paging cause to the user identity.
********* END OF CHANGES **************************************





image1.png





3GPP TSG


-


SA3 Meeting #102e


-


 


Bis


 


 


S3


-


21


0


861


 


e


-


meeting, 18


th


 


–


 


29


th


 


January 2021


 


 


 


 


 


 


 


 


 


 


 


 


Revision of S3


-


2xxxxx


 


 


Source:


 


Nokia, Nokia Shanghai Bell


,


 


Title:


 


MUSIM 


privacy issues relating to Paging Cause exposure


 


Document for:


 


Approval


 


Agenda Item:


 


5.


19


 


1


 


Decision/action requested


 


Approve the 


pCR for key issue relating to Paging Cause


 


2


 


References


 


   


 


3


 


Rationale


 


In


 


LS S2


-


2006011 on System support for Multi


-


USIM devices


, SA2 asked “


Q1: Please confirm whether exposing the 


Paging Cause in cleartext poses any privacy/security issues. 


 


“


 


4


 


Detailed proposal


 


 


 


********* START OF CHANGES


 


(All text new)


 


*************************************************


 


5.


x


 


Key issue #


x


: 


Privacy a


spects of 


exposing ‘paging cause’


 


5.


x


.1


 


Key issue details 


 


In TR 23.761 [2], 


a Multi


-


USIM device with concurrent registrations over 3GPP RAT associated with multiple USIMs 


procedures


 


are


 


discussed. A 


multi


-


USIM device can efficiently perform some activity (e.g., listen to paging) in a system 


while communicating in another system.


 


 


Following text is captured in TR 23.761.


 


“


Conclusions for Key Issue #1: Handling of 


Mobile Terminated service with Multi


-


USIM device


 


The following conclusions are agreed for the baseline functionality:


 


Editor's note:


 


These are interim conclusions. Additional solution principles can still be proposed for the final 


conclusions.


 


-


 


For both E


PS and 5GS, only the voice is supported to be indicated as the paging cause to the UE. 


 


NOTE


 


1:


 


During normative phase, it will be determined whether the Paging Cause is applied 1) only for UEs with the 


request, or 2) to all UEs indiscriminately.


 


NOTE


 


2:


 


W


hether and how the UE discriminates (if needed) between paging for non


-


voice service and paging from 


legacy RAN node is FFS and will be determined during normative phase.


 


NOTE


 


3:


 


“voice” refers to MMTel voice (5GS and EPS) and CS domain voice (EPS only).


 


E


ditor's note:


 


Final conclusion depends on further feedback from RAN


 


WG2, RAN


 


WG3 and SA


 


WG3.


 




3GPP TSG - SA3 Meeting #102e -   Bis     S3 - 21 0 861   e - meeting, 18 th   –   29 th   January 2021                         Revision of S3 - 2xxxxx     Source:   Nokia, Nokia Shanghai Bell ,   Title:   MUSIM  privacy issues relating to Paging Cause exposure   Document for:   Approval   Agenda Item:   5. 19   1   Decision/action requested   Approve the  pCR for key issue relating to Paging Cause   2   References         3   Rationale   In   LS S2 - 2006011 on System support for Multi - USIM devices , SA2 asked “ Q1: Please confirm whether exposing the  Paging Cause in cleartext poses any privacy/security issues.    “   4   Detailed proposal       ********* START OF CHANGES   (All text new)   *************************************************   5. x   Key issue # x :  Privacy a spects of  exposing ‘paging cause’   5. x .1   Key issue details    In TR 23.761 [2],  a Multi - USIM device with concurrent registrations over 3GPP RAT associated with multiple USIMs  procedures   are   discussed. A  multi - USIM device can efficiently perform some activity (e.g., listen to paging) in a system  while communicating in another system.     Following text is captured in TR 23.761.   “ Conclusions for Key Issue #1: Handling of  Mobile Terminated service with Multi - USIM device   The following conclusions are agreed for the baseline functionality:   Editor's note:   These are interim conclusions. Additional solution principles can still be proposed for the final  conclusions.   -   For both E PS and 5GS, only the voice is supported to be indicated as the paging cause to the UE.    NOTE   1:   During normative phase, it will be determined whether the Paging Cause is applied 1) only for UEs with the  request, or 2) to all UEs indiscriminately.   NOTE   2:   W hether and how the UE discriminates (if needed) between paging for non - voice service and paging from  legacy RAN node is FFS and will be determined during normative phase.   NOTE   3:   “voice” refers to MMTel voice (5GS and EPS) and CS domain voice (EPS only).   E ditor's note:   Final conclusion depends on further feedback from RAN   WG2, RAN   WG3 and SA   WG3.  

