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1
Decision/action requested

It is proposed to approve this pCR in TR 33.854.
2
References

3
Rationale

SA2 has adopted solution #25 in TR 23.754 as the basis for normative work for UAV location tracking, providing support for three UAV tracking modes. These modes include a new "unknown UAV tracking" mode where a USS/UTM requests location information for a list of UAVs present in a specified target area. 
With this new "unknown UAV tracking" use case, comes the threat that an unauthorized entity (e.g., competitor USS/UTM) may be able to obtain sensitive UAV information (e.g., identifiers, location).
It is proposed to update Key Issue #4 to cover the location tracking authorization aspects. 
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.854.









***
BEGIN OF CHANGES
***

5.4
Key issue #4: Location information veracity and location tracking authorization
5.4.1
Key issue details 

The UAV can report to USS/UTM various types of location information including absolute positioning, e.g., GNSS coordinates and/or relative positioning, such as Cell, tracking area based coordinates nearby UAVs at the particular time instance. The USS/UTM may make decisions based on the reported location information. 
When reporting location information to the USS/UTM via application layer mechanisms such as Networked Remote ID, a UAV may report false location information to the USS/UTM which could results in the UTM/USS making an incorrect decision.
5.4.2
Threats

The Location Information that is reported by the UAV to the USS/UTM may be spoofed and forged by the following ways:

1. Externally, e.g. false location information derived from spoofed GNSS transmitter, spoofed neighbour Cell IDs is reported to the USS/UTM. 

2. Internally, e.g., a compromised UAV reports forged Location Information regardless of received e.g., GNSS signals or neighbour Cell IDs.

3. Hybrid attack, i.e., both, externally and internally.

USS/UTM may make decisions based on the reported location information. When UAV or UAV Controller reports false location information to the USS/UTM, UEs and/or USS/UTM may make decisions that are based on falsified Location Information. For example, the UAV may deviate from an authorized flight path (e.g., unnoticed) or prevent authorities to adequately correlate a UAV under observation with its remote ID information (e.g., UAV visible in an area but not present in that area based on Remote ID USS information). Such decisions may lead to costly cyber-physical and/or kinetic attacks.
If an unauthorized entity (e.g., competitor USS/UTM) can obtain UAV location information from the 3GPP system (e.g., for a list of UAVs in a target geographic area), the attacker can use that information to mount privacy attacks on UAV and/or collect sensitive flight information.
5.4.3
Potential security requirements 

3GPP system shall provide means to mitigate against UAVs or networked UAV controller location spoofing. 
3GPP system shall support to authorize a USS/UTM or TPAE to request UAV location information. 
***
END OF CHANGES
***

