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1
Decision/action requested

It is proposed to approve this pCR in TR 33.847.
2
References

3
Rationale

The contribution proposes to address the following ENs:
1. Editor's note: How to handle the scenario where the Remote UE has a 5G native security with a different PLMN than Relay UE is FFS

If Remote UE has a 5G native security context with a different PLMN than Relay UE's PLMN, Remote UE provides its SUCI in the DCR message instead of 5G-GUTI. When the 5G-GUTI is sent, the Relay UE checks that the PLMN ID part of Remote UE's 5G-GUTI matches the PLMN ID of the Relay UE's serving PLMN.
2. Editor's note: Whether a 5G GUTI reallocation for Remote UE is needed is FFS. 

The purpose of 5G GUTI reallocation is to preserve the privacy of the subscription temporary identifier.  Since the Remote UE only transmits its 5G-GUTI once (in the DCR), it is not possible for an attacker to track the Remote UE based on its 5G-GUTI during communication with the relay. 
3. Editor's note: Whether Remote UE should be registered to the Relay UE's serving network is FFS
According to first EN disposition above, when the Remote UE is able to use its 5G native security context with Relay UE's PLMN, it automatically implies that the Remote UE is already registered with the Relay's serving PLMN. 

4. Editor's note: How Remote UE's registration state is managed in the Relay UE's serving network is FFS. 
Based on above points (1 and 3), when the Remote UE is registered with a source AMF in the Relay's Serving PLMN, basically there are two options possible: The Remote UE context remains under the control of the Remote UE's (source) AMF or the Remote UE context is transferred to the Relay's AMF. The first option may be useful for a Remote UE that re-establishes connection with its source AMF (e.g., while in coverage) while avoiding the overhead of a reverse AMF change (target to source). When using the second option, the source AMF behaviour is the same as for a regular AMF change. Both options are considered in the solution which may be determined based on local operator policy.
5. Editor's note: NAS procedure in K_amf change is FFS
There is no NAS procedure per se for the Remote UE, however this EN is understood to be addressed by EN 4 disposition/clarification.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.847. 







***
BEGIN OF CHANGES
***

6.10.2.2
Connection with UE-to-Network relay using the 5G native security context of the Remote UE
The procedure for Authorization and security with UE-to-Network relay using the 5G native security context of the Remote UE is depicted in Figure 6.10.2.2-1. 
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 Figure 6.10.2.2-1: Procedure for Authorization and security with UE-to-Network relay using 5G native security context of Remote UE
0. The Remote UE has registered with the network and established a 5G native security context with a source AMF. The Relay UE is registered and authorized to operate as a relay.

1. The Remote UE performs a discovery procedure with a Relay UE and decides to connect with the Relay UE using its 5G native security context. 

2. If the Remote UE is aware of the PLMN ID of the Relay UE's serving PLMN, the Remote UE verifies that its 5G native security context was established with the Relay UE's serving PLMN before sending its 5G-GUTI to the Relay UE. If the PLMN ID of the Relay UE's serving PLMN and the PLMN ID part in its 5G-GUTI are different, the Remote UE sends its SUCI instead (as described in clause 6.10.2.1, step 1). If the Remote UE is not aware of the PLMN ID of the Relay UE's serving PLMN, the Remote UE may choose to send no identifier (i.e. neither SUCI nor 5G-GUTI). If a 5G-GUTI is sent, the Remote UE sends a DCR message to the Relay UE including Remote UE's core network identity (e.g., 5G-GUTI), ngKSI identifying the KAMF being used, the Remote UE's NAS security capabilities. These parameters may be included in a message integrity protected using Remote UE's 5G native security context. 
3. If the request includes a 5G-GUTI, the Relay UE checks whether the PLMN ID of its serving PLMN and in Remote UE's 5G-GUTI are equal. If they are not equal, or if Remote UE did not provide any of SUCI or 5G-GUTI, the Relay UE sends an Identity Request message to the Remote UE including Relay UE's serving PLMN ID, to obtain the Remote UE's identifier (SUCI or 5G-GUTI). If the Remote UE provides a SUCI in the Identity Response, Relay UE proceeds with the procedure as described in clause 6.10.2.1, from step 2. Otherwise, the Relay UE sends the Remote UE's 5G-GUTI and integrity protected message from Remote UE to its serving AMF (target AMF) in a NAS request message.

4. The target AMF checks that Relay UE is authorized to act as a relay.
5. The target AMF identifies the source AMF serving the Remote UE using the provided 5G-GUTI. If the source and target AMFs are different, the target AMF sends a request message to the source AMF to obtain security parameters for the Remote UE. The target AMF includes the integrity protected message from Remote UE and Remote UE's identity received from the Relay UE. The target AMF indicates that the access type and reason for the request are for relay access. If the source and target AMFs are the same (i.e., Remote UE has registered with target AMF), the target AMF retrieves the Remote UE’s context directly from its local storage instead.

6. The source AMF locates the Remote UE's security context using the received Remote UE's 5G-GUTI. The source AMF checks the integrity protection of the message from the Remote UE using the Remote UE's security context.  If the security checks are successful, the source AMF derives a Krelay and Krelay ID from KAMF identified by the ngKSI. Alternatively, the source AMF may generate a new 5G security context. The source AMF sends a response message to the target AMF that includes the Remote UE SUPI. The message may include a Krelay and Krelay ID, a new 5G security context to be used for Remote UE with a KAMF change indication or current Remote UE's 5G security context, and Remote UE's context.
NOTE 1: In the first option, the Remote UE's registration remains with Remote UE's (source) AMF which provides Relay UE's (target) AMF with Krelay and Krelay ID (and SUPI). In the second option, the Remote UE context is transferred to the Relay UE's AMF, with a KAMF change (using the same mechanisms as in TS 33.501[14], clause 6.9.2.3.3). In that case, the target AMF derives new KAMF and Krelay and Krelay ID. Source AMF uses its local policy to determine whether to transfer the Remote UE context and perform horizontal key derivation.

7. The target AMF checks from Remote UE's context (e.g., obtained from source AMF or locally) or with Remote UE's UDM (e.g., using SUPI provided by source AMF) for authorization to use the Relay UE. If not provided by the source AMF, the target AMF derives a Krelay and Krelay ID using Remote UE's security context.


Editor's note: Details for how Krelay and Krelay ID are derived are FFS. 
8. The target AMF sends a NAS response message to the Relay UE that includes the Remote UE id (e.g., GPSI, SUPI), Krelay and Krelay ID. The message may include a KAMF change flag and new ngKSI if a new security context was generated by source AMF in previous step.

9. The Relay UE sends a Direct Security Mode Command message to the Remote UE that includes Krelay ID and, if provided by the target AMF, KAMF change flag and new ngKSI. The message is integrity protected using security key derived based on Krelay.

10. If the KAMF change flag is set, the Remote UE derives a new KAMF from the KAMF indicated by the value of ngKSI. The Remote UE derives a Krelay and Krelay ID from the existing KAMF or the newly derived KAMF. The Remote UE verifies the DSMC message security using security derived based on Krelay. A successful security verification indicates to the Remote UE that the Relay UE is authorized to provide the relay service for Remote UE. 
11. If the security verification is successful, the Remote UE sends a Direct Security Mode Complete message to the Relay UE with security protection (integrity, confidentiality) using security keys derived based on Krelay. The Relay UE verifies the Direct Security Mode Complete message security using security derived based on Krelay. A successful security verification indicates to the Relay UE that the Remote UE is authorized to use the relay service provided by Relay UE. 
12. The Remote UE receives a DCA message completing the successful PC5 link establishment.

Editor's note: PC5 link security handling during changes of Relay UE's AMF and/or Remote UE re-authentication is FFS

Editor's note: Authorization revocation of Remote UE to use Relay is FFS


NOTE 2: The purpose of 5G GUTI reallocation is to preserve the privacy of the subscription temporary identifier.  In the above procedure, the Remote UE transmits its 5G-GUTI only once (in the DCR). An attacker cannot track the Remote UE using the 5G-GUTI during communication with the Relay UE. Therefore, 5G-GUTI re-assignment is not necessary for this procedure. 

***
END OF CHANGES
***
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