3GPP TSG-SA3 Meeting #102Bis-e 	S3-210823
e-meeting, 1-5 March 2021			
[bookmark: _Hlk64543115]Title:	DRAFT LS on Layer-2 based UE-to-UE Relay utilizing Adaptation Layer 
Document for:	Decision
Agenda Item:  2.9

Title:	LS on Layer-2 based UE-to-UE Relay utilizing Adaptation Layer
[bookmark: OLE_LINK57][bookmark: OLE_LINK58]Response to:	-
[bookmark: OLE_LINK59][bookmark: OLE_LINK60][bookmark: OLE_LINK61]Release:	Rel-17
Work Item:	FS_5G_ProSe

Source:	SA3
To:	SA2, RAN2
[bookmark: OLE_LINK45][bookmark: OLE_LINK46]Cc:	

Contact person:	Alec Brusilovsky
	alec dot brusilovsky at interdigital dot com
	
Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org

Attachments:	Discussion Paper in S3-210821 and Solution in S3-210820.

1	Overall description
SA3 is conducting a study on System enhancement for Proximity based Services in 5GS (FS_5G_ProSe) with results captured in TR 33.847. This work includes support of relays i.e. UE-to-Network Relays and UE-to-UE Relays including recently adopted provisions for Layer-2 based UE-to-UE Relay utilizing Adaptation Layer. 
SA3 would like to inform RAN2 and SA2 about SA3 conclusion related to a potential problem with end-to-end UE identifiers ("identity information" in RAN2 terminology) sent in the adaptation layer and update RAN2 and SA2 about the proposed solution using relay-specific IDs.  
Having end-to-end identifiers carried into the adaptation header and known by the end-to-end peer UEs would require both/all end-to-end peer UEs to be involved in the Link Identifier Update procedure. 
The usage of multiple end-to-end unicast links via a single per-hop link means that end-to-end identifiers of all end-to-end unicast links may be associated (i.e., linked) to the same per-hop identifiers (e.g., L2 IDs).  A possible remedy for such a privacy attack could be that the source UE, the Relay UE, and end-to-end peer UEs would all need to change their identifiers at the same time. However, such a solution could lead to a signalling storm of PC5-S messages.
To avoid these issues, the proposed solution renders all end-to-end IDs specific to the per-hop link. This is handled at the Relay UE by replacing the received end-to-end IDs with corresponding Relay-specific IDs. This way, end-to-end peer UEs are not aware of their peer UE’s IDs thus allowing to reuse the existing Link Identifier Update procedure and limit its impact to only identifiers used between peer UEs and the Relay.
2	Actions
To RAN2 and SA2 
[bookmark: _Hlk64382716]ACTION: 	SA3 asks RAN2 and SA2 to provide feedback on the proposed remediation for the discovered privacy attack for the Layer-2 based UE-to-UE Relay and its effect on RAN2 and SA2 ProSe work utilizing Adaptation Layer.

3	Dates of next TSG SA WG 3 meetings
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