3GPP TSG-SA3 Meeting #101e 
S3-203327
e-meeting, 09 - 13 November 2020












Revision of S3-20xxxx
Source:
Nokia, Nokia Shanghai Bell
Title:
Applicability of KIs to Solution for avoiding linkability by SUCI replay and SUPI guessing attack by including SQNms in SUCI calculation
Document for:
Approval

Agenda Item:
5.5
1
Decision/action requested

Solution update for SQNms protection solution.
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Rationale
Solution #4.3 has been recently introduced to address key issue #4.1 Protection of SQN during AKA re-synchronisations. 

In SA3#100 the key issue #2.2 on SUCI replay in the group of key issues on resilience against identifier linkability was introduced. The respective solution #4.3 mentioned above is also resolving the threats in key issue #2.2. Therefore, the solution is updated to reference to linkability attack in this key issue as well. Similarly, Key issue #3.2 to mitigate the SUPI guessing attacks can be addressed by solution #4.3.
4
Detailed proposal

***** Changes to clause 6.4.3


***** Solution #4.3: SQN protection by concealment 
***** with SUPI
***** START OF CHANGES
6.4.3.1
Introduction
This solution addresses key issue #4.1 Protection of SQN during AKA re-synchronisations, the linkability attack in key issue #2.2, and key issue #3.2 to mitigate the SUPI guessing attacks.

***** END OF CHANGES

