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1
Decision/action requested

It is proposed to add the solution addressing KI#1, 2, 3, 6 to TR 33.839
2
References

[1]
3GPP TS 23.558: "Architecture for enabling Edge Applications."

3
Rationale

This contribution proposes to use TLS for authentication and transport protection of the EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 interface, and an existing challenge-response protocol like e.g. HTTP Digest with AKMA PSK for authentication of the GPSI. 
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Figure 3-1: Copy from TS 23.558 [1], Figure 6.2-1: Architecture for enabling edge applications

4
Detailed proposal

***START OF CHANGES***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.558: "Architecture for enabling Edge Applications."

[3]
3GPP TR 23.748: "Study on enhancement of support for Edge Computing in the 5G Core network (5GC)".

[4]
3GPP TR 23.758: "Study on application architecture for enabling Edge Applications".

[5]
3GPP TS 23.502: "Procedure for the 5G System; Stage 2".

[6]
3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".

[7]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[9]
3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".

[10]
3GPP TS 33.501: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".

[11]
3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".
[12]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[13]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[xx]
3GPP TS 33.434: "Security aspects of Service Enabler Architecture Layer (SEAL) for verticals".
[yy]
IETF RFC 7616: "HTTP Digest Access Authentication".

[zz]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[aa]
IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
***NEXT CHANGE***

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	Key Issues

	
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	Solution #1: DNS request protection
	
	
	
	
	
	
	
	
	x
	

	Solution #2: Authentication between EEC and ECS based on primary authentication
	
	x
	
	
	
	
	
	
	
	

	Solution #3: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	
	
	
	
	
	
	

	Solution #4: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	x
	
	x
	
	
	
	

	Solution #5: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #6: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #7: Authentication and Authorization with the Edge Data Network
	x
	x
	
	
	
	x
	
	
	
	

	Solution #8: Authentication between EEC and EES
	x
	
	
	
	
	
	
	
	
	

	Solution #9: Authentication and authorization between EEC and ECS based on AKMA
	
	x
	
	
	
	
	
	
	
	

	Solution #10: Authentication and Authorization between the Edge Enabler Client and the Edge Configuration Server
	
	x
	
	
	
	
	
	
	
	

	Solution #11: Authentication between EEC and ECS
	
	x
	
	
	
	
	
	
	
	

	Solution #12: Onboarding and authentication/authorization framework for Edge Enabler Server and Edge Configuration Server
	
	
	x
	
	
	
	
	
	
	

	Solution #13: Transport security for EDGE-1-9 interfaces
	
	
	
	
	
	x
	
	
	
	

	Solution #14: Protection of Network Information Provisioning to Local AF directly
	
	
	
	
	
	
	x
	
	
	

	Solution #15: Service capability re-exposure
	
	
	
	
	
	
	
	x
	
	

	Solution #X: EEC/EES/ECS authentication and transport protection with TLS and HTTP Digest with AKMA PSK
	x
	x
	x
	
	
	x
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	#X: <Solution name>
	X
	
	
	
	
	
	
	
	
	


Editor’s Note: This clause provides the mapping of Solutions to Key Issues.
***NEXT CHANGE***

6.X
Solution #X: EEC/EES/ECS authentication and transport protection with TLS and HTTP Digest with AKMA PSK
6.X.1
Solution overview

This solution addresses the Key Issues

-
KI#1 "Authentication and Authorization between EEC and EES",

-
KI#2 "Authentication and Authorization between EEC and ECS",

-
KI#3 "Authentication and Authorization between EES and ECS", and

-
KI#6 "Transport security for the EDGE-1-9 interfaces".

It proposes to

-
Use TLS as specified in RFC 5246 [zz] and RFC 8446 [aa] for authentication and transport protection of the EDGE-1 (EEC-EES), EDGE-3 (EAS-EES), EDGE-4 (EEC-ECS), EDGE-6 (EES-ECS) and EDGE-9 (EES-EES) interfaces, and to

-
Use an existing challenge-response protocol like e.g. HTTP Digest as specified in RFC 7616 [yy] with AKMA pre-shared key for authentication of the GPSI used in communication between EEC and EES/ECS.
6.X.2
Solution details

6.X.2.1
Authentication and transport protection for the EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 interfaces

This solution proposes to align the protection of the EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 interfaces with similar mechanisms in existing 3GPP security specifications. It seems that especially the security mechanisms in TS 33.434 [xx], i.e. the security mechanisms for SEAL, are applicable here. In TS 33.434 [xx], the security mechanisms are different for the signalling control plane and for the application plane interfaces. For the signalling control plane, TS 33.434 [xx] specifies that HTTPS shall be used, e.g. in clause 5.1.1.3 IM-UU:

"IM-UU reference point is used between the identity management client and the identity management server. The IM-UU between the Identity Management client and the Identity management server shall be protected using HTTPS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E."

EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 are the interfaces between EEC, EES, ECS and EAS. They can be seen as control plane interfaces for the application traffic between Application Client and EAS. Hence it seems reasonable that the security mechanisms should align with the signalling control plane security mechanisms in TS 33.434 [xx]. However, the application protocol for the EDGE interfaces is not yet determined. Although HTTP is common practice, it seems premature to specify the usage of HTTPS. Instead it is proposed to use TLS. If HTTP is chosen as application protocol, then this solution proposes to use HTTPS. 

Summing up, the proposed security mechanism for EDGE-1, EDGE-3 EDGE-4, EDGE-6 and EDGE-9 is:

"EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 shall be protected using TLS as specified in RFC 5246 [zz] and RFC 8446 [aa]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [13], annex E."
One comment on the identifiers used on these interfaces. TS 23.558 [2], clause 7.2, specifies different identifiers that could be relevant to this solution. For EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9, the identifiers EEC ID and EES ID look relevant. However, it is not clear whether the EEC ID is unique for the actual client on a specific UE, or whether the EEC ID is per application. Hence this solution proposes to leave the identifiers for the TLS connection out of scope. This is also aligned with TS 33.434 [xx] that does not specify which identifiers to use for HTTPS. Furthermore, authentication between applications on the UE and servers is often dependent on the Operating System of the UE, and thus not in scope of 3GPP.

6.X.2.2
Authentication of the GPSI in EEC-EES/ECS communication

TS 23.558 [2] specifies different interactions between EEC and EES/ECS that use the UE ID for identifying the UE. The UE ID is specified in clause 7.2.6 of TS 23.558 [2]. The only example for the UE ID is the GPSI.

The GPSI also requires authentication. This solution proposes to use AKMA for the generation of a shared key KECUEID = KAF between the UE and the EES/ECS, i.e. AKMA AF. The EEC and EES/ECS can then use the KECUEID for authentication of the GPSI. 

In order to use the shared KECUEID for authentication of the GPSI towards the EES/ECS, a modern but simple existing challenge-response protocol seems most appropriate. If HTTP is used as application protocol, HTTP Digest as specified in RFC 7616 [yy] would be a good candidate.
6.X.3
Solution evaluation 

tbd
***END OF CHANGES***
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