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1. Overall Description:

SA3 is currently studying the security implications in relation to onboarding and provisioning. SA3 noticed the following Editor’s Note in TR 23.700-07
Editor's note:
DCS is potentially introduced to authenticate a UE with default UE credentials or provide means to another entity to do it. There are two potential mechanisms for DCS to authenticate the UE. 1) DCS interacts with O-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is not involved in the authentication procedure. As a result, the SO-SNPN is not directly involved with the authentication procedure but gets informed of its result and then performs remote provisioning. 2) DCS interacts with SO-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is involved in the authentication procedure. As a result, the SO-SNPN is directly involved and aware of the result of authentication procedure and performs remote provisioning. SA WG3 needs to evaluate the two above mechanisms from security perspective and provide feedback.
SA3 has analyzed the alternatives and are of the opinion that both options are viable. The attached discussion paper, S3-203172, explains more in depth how the security could be realized for the two options.
2. Actions:

To  SA2 group.

ACTION: 
 SA3 asks SA2 to take the above into account.
3. Date of Next TSG-SA WG3 Meetings:

SA3#101Bis-e
18 - 22 January 2021
e-meeting
SA3#102-e
22 February - 5 March 2021
e-meeting
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