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1
Decision/action requested

This contribution proposes to add a new solution on key issue #2 of TR 33.851.
2
References
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3
Rationale

This contribution proposes to add a new solution on key issue #2: Multiple TSN working domains.
4
Detailed proposal

It is suggested to approve the following change.
*************** Start of the 1st change ****************

6.X
Solution #X: TSN domain number verification in 5GS bridge
6.X.1
Introduction

This solution addresses the security requirement of the key issue #2: Multiple TSN working domains. 

6.X.2
Solution details

The 5GS Bridge can verify whether the domain number in the TSN message is correct as the following:
For the downlink time synchronization scenario, the UPF/NW-TT obtains the certificate of the TSN GM during the establishment of a security link (e.g. TLS) with the TSN GM in the TSN working domain. The certificates of the TSN GM consists of the TSN GM domain number. The UPF/NW-TT binds the TSN GM certificate and security link identifier (e.g. TLS session id). Upon receiving the TSN message (e.g. gPTP/PTP message) through the security link with the TSN GM, the UPF/NW-TT queries the domain number in the TSN GM certificate based on the security link identifier, and then verifies whether the domain number in the TSN GM certificate is the same as the domain number in the TSN message. If the verification is successful, the UPF/NW-TT continues to send TSN messages to the next hop. If the verification fails, the UPF/NW-TT replies a failure message to the TSN working domain.
For the uplink time synchronization scenario, the UE/DS-TT obtains the certificate of the TSN GM during the establishment of a security link (e.g. TLS) with the TSN GM in the TSN working domain. The certificates of the TSN GM consists of the TSN GM domain number. The UE/DS-TT binds the TSN GM certificate and security link identifier (e.g. TLS session id). Upon receiving the TSN message (e.g. gPTP/PTP message) through the security link with the TSN GM, the UE/DS-TT queries the domain number in the TSN GM certificate based on the security link identifier, and then verifies whether the domain number in the TSN GM certificate is the same as the domain number in the TSN message. If the verification is successful, the UE/DS-TT continues to send TSN messages to the next hop. If the verification fails, the UE/DS-TT replies a failure message to the TSN working domain.
6.X.3
Solution Evaluation

TBD

*************** End of the 1st change ****************

