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Decision/action requested

Approve the pCR below
2

Rationale

The following editorial comments from the SA3 secretary were received in the SA3#100bis-e meeting.
· The title of the specification should be “Study on security aspects of enhancement for proximity based services in the 5G System (5GS)”.

· Remove the guidelines text (in cursive and blue).

· Scope: this needs some work.

· Don’t mention 3GPP groups here.

· Reword scope to “this document studies the security and privacy aspects of proximity based services (including public safety and commercial proximity services) in the 5G system. It ensures that the security solutions are aligned with the work in TR 23.752 [2]),TS 22.278 [3] and TS 22.261 [4]. This documents covers the following issues:   

· security and privacy key issues, threats and potential requirements of proximity based services in 5G system.

· potential security solutions to cover these potential requirements.”

Both roaming and non-roaming scenarios are considered.”

· The added sentence after 4.1 is a hanging paragraph. You should create a clause 4.1.1 called introduction and then renumber the clauses after that.

· Unless Direct Discovery is an acronym, it shouldn’t be capitalised (“direct discovery”).

· Clause 5.2.1: “AKMA and 5G GBA are addressed in TS 33.535 [7]”.

· Clause 5.9.1: remove “SA2” and “rel-16”.

· Clause 5.15.1: reword last sentence to “Multiple solutions in TR 23.752 [2] address support of NoN-IP traffic and require security and privacy protection to be addressed in the present document.”

· Clause 6.8.2.1 below the figure: the title of the figure is mixed with some additional text.  Missing reference number for 23.752. Remove “SA2”, we know you are talking about their document TR 23.752.

· Same clause: missing reference number to TS 23.287 in all steps.

· Don’t use “shall” outside the potential requirements clause. This is a TR. Search for “shall” in the spec and reword accordingly.

The first comment has been addressed in the current TR 33.847 (version0.2.0). This contribution will address the remaining comments.

Besides the comments from SA3 secretary, this contribution also provides some other editorial changes.
3
Detailed proposal
*** BEGIN CHANGES ***


Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

In the present document, modal verbs have the following meanings:

shall

indicates a mandatory requirement to do something

shall not
indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should

indicates a recommendation to do something

should not
indicates a recommendation not to do something

may

indicates permission to do something

need not
indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.

can

indicates that something is possible

cannot

indicates that something is impossible

The constructions "can" and "cannot" are not substitutes for "may" and "need not".

will

indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

will not

indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

might
indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

might not
indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

In addition:

is
(or any other verb in the indicative mood) indicates a statement of fact

is not
(or any other negative verb in the indicative mood) indicates a statement of fact

The constructions "is" and "is not" do not indicate requirements.
Introduction


*** NEXT CHANGE ***
1
Scope

This document studies the security and privacy aspects of proximity based services (including public safety and commercial proximity services) in the 5G system. It ensures that the security solutions are aligned with the work in TR 23.752 [2], TS 22.278 [3] and TS 22.261 [4]. This document covers the following issues:
· Security and privacy key issues, threats and potential requirements of proximity based services in 5G system.
· Potential security solutions to cover these potential requirements.
Both roaming and non-roaming scenarios are considered.
*** NEXT CHANGE ***
4.1
Architecture assumption
4.1.1
Introduction
The following clauses describe the control plane based and user plane based architecture for supporting 5G ProSe direct discovery.
4.1.2
Control Plane based architecture for direct discovery
The Control Plane based architecture has been captured in TR 23.752[2] Annex B. 
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Figure 4.1.1-1: Control Plane based architecture
In Figure 4.1.1-1, 5G DDNMF is introduced into 5GC as a new network function. 5G DDNMF has similar functions from architecture point of view to the DDNMF part of ProSe Function as defined in TS 23.303[5]. 

Control Plane based 5G Prose architecture only reuses the PC5 interface comparing to the Prose Architecture defined in TS 23.303[5]. This means the UE will use NAS message to get discovery parameters for open discovery or restricted discovery. 
4.2.1
User Plane based architecture for direct discovery
The User Plane based architecture has been captured in TR 23.752[2] Annex B. 
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Figure 4.2.1-1: User Plane based architecture
In Figure 4.2.1-1, 5G DDNMF is introduced into 5GC as a new network function. 5G DDNMF has similar functions from architecture point of view to the DDNMF part of ProSe Function as defined in TS 23.303[5]. 

User Plane based 5G Prose architecture tries to reuse Prose reference points defined in TS 23.303[5], especially for PC2 and PC3 reference points.

*** NEXT CHANGE ***
5.2.1
Key issue details

In TS 33.303[6], Prose Function sends discovery key to announce UE for calculating MIC in open discovery. In Restricted discovery, Prose Function also may send DUCK, DUIK, and DUSK to UEs.

In 5G, the functions of Prose Function are split into different network functions along with different network architecture approaches. Meanwhile, AKMA has been defined in TS 33.535[7], and GBA is under study to adapt to 5G system. The elements above have to be considered to calculate and share discovery key(s) to UEs in 5G Prose.

Following issues need to be addressed in this key issue:

- Which network function derives the discovery key.

- How to send the keys to the UEs.

*** NEXT CHANGE ***
5.9.1
Key issue details
This key issue covers both Layer-2 and Layer-3 relays in 5G Proximity Services. 

TR 23.752 [2] has candidate solution for both layer 2 and layer 3 UE-to-network relay. There are security solutions which will be adapted for PC5 unicast communication for ProSe from 5G V2X.

Currently, V2X does not support relay communication (both UE-to-network or UE-to-UE relay).
Based on V2X security TS 33.536 [8], the Direct Provisioning Function (DPF) defined in TS 23.303 [5] is replaced by PCF, based on the V2X architecture as defined in TS 23.287 [9], and is not supported by the DDNMF. The architecture reference model as described in clause 2 User Plane based architecture, with the following additional considerations:

· each PLMN deploys one logical 5G DDNMF
· the 5G DDNMF interacts with PCF for the authorization of the ProSe discovery service
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Figure 5.9.1-1: User Plane architecture for ProSe
In LTE ProSe, the ProSe Key Management Function supports the key derivation required to support the UE-to-network relay communication.

Whereas in 5G the existing entity can support the key derivation, authentication and authorization of the remote UE and UE-to-Network relay.
In order to attach to the network via a UE-to-network relay, a remote UE may have to authenticate to the network and vice versa. Because the UE-to-network relay sits in between the remote UE and the network, it may have the possibility to perform MitM, DoS, and replay attacks in between.

*** NEXT CHANGE ***
5.14.1
Key issue details 

3GPP system has to be able to preserve security (i.e., the integrity and confidentiality) while supporting Non-IP traffic. Failure to protect integrity and confidentiality of information while supporting Non-IP traffic will open vulnerability in 5GS and allow attacks such as unauthorised disclosure and modification of information.
TR 23.752 [2] in Clause 6.5.2, Procedures, states the following:

The "Procedures for V2X communication over PC5 reference point" defined in TS 23.287 [5] clause 6.3 is reused to support ProSe communication over NR based PC5 reference point, and the differences are highlighted as followings.

- For broadcast and groupcast mode ProSe communication, the procedures as defined in TS 23.287 [5] clauses 6.3.1 and 6.3.2 are applied with the following differences are identified:

-
The following data unit types are supported: IP, non-IP, Ethernet, Unstructured and Address Resolution Protocol (see RFC 826 [10]).

NOTE:
Whether "non-IP type" is used for "Unstructured type" can be decided in normative phase.

-
The ProSe Group IP multicast address for groupcast communication may be provisioned by PCF and is used to send and receive IP data.

- For unicast mode ProSe communication, the procedure as defined in TS 23.287 [5] clause 6.3.3 is applied with the following differences are identified:

-
DHCPv4 based IP address allocation is supported.

-
Both Ethernet and Unstructured data unit types are supported.
Multiple solutions in TR 23.752 [2] address support of NoN-IP traffic and require security and privacy protection to be addressed in the present document.

*** NEXT CHANGE ***
5.15.1
Key issue details 

3GPP system has to be able to preserve privacy of ProSe entities while supporting NoN-IP traffic. Failure to protect privacy of identities while supporting NoN-IP traffic will open vulnerability in 5GS and allow various privacy attacks including tracing and tracking of identities.
TR 23.752 [2] in Clause 6.5.2, Procedures, states the following:

The "Procedures for V2X communication over PC5 reference point" defined in TS 23.287 [5] clause 6.3 is reused to support ProSe communication over NR based PC5 reference point, and the differences are highlighted as followings.

- For broadcast and groupcast mode ProSe communication, the procedures as defined in TS 23.287 [5] clauses 6.3.1 and 6.3.2 are applied with the following differences are identified:

-
The following data unit types are supported: IP, non-IP, Ethernet, Unstructured and Address Resolution Protocol (see RFC 826 [10]).

NOTE:
Whether "non-IP type" is used for "Unstructured type" can be decided in normative phase.

-
The ProSe Group IP multicast address for groupcast communication may be provisioned by PCF and is used to send and receive IP data.

- For unicast mode ProSe communication, the procedure as defined in TS 23.287 [5] clause 6.3.3 is applied with the following differences are identified:

-
DHCPv4 based IP address allocation is supported.

-
Both Ethernet and Unstructured data unit types are supported.
Multiple solutions in TR 23.752 [2] address support of NoN-IP traffic and require security and privacy protection to be addressed in the present document.

*** NEXT CHANGE ***
6.8.2.1
Procedure
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Figure 6.8.2.1-1: Security protection via UE-to-UE Relay using asymmetric cryptography
The connection establishment procedure is based on TR 23.752 [2], Clause 6.9. However, the security procedure below is not limited to one connection establishment procedure defined in TR 23.752 [2]. 

The security procedure details are as following: 

0. UE-to-UE Relay registers with the network and specifies its UE-to-UE Relay capabilities. UE-to-UE Relay is provisioned from the network with relay policy parameters and with a unique Relay identifier (RID). The assumption in this solution is source UE and target UE are presumed already authenticated. 
1. The target UE determines the destination Layer-2 ID for signalling reception for PC5 unicast link establishment as specified in TS 23.287 [9] clause 5.6.1.4. The destination Layer-2 ID is configured with the target UEs as specified in TS 23.287 [9] clause 5.1.2.1. 
2. On the source UE, the application layer provides information to the ProSe layer for PC5 unicast communication (e.g. broadcast Layer-2 ID, ProSe Application ID, UE's Application Layer ID, target UE's Application Layer ID, relay applicable indication), as specified in TS 23.287 [9] clause 6.3.3.1. ProSe layer triggers the peer UE discovery mechanism by sending a broadcast Direct Communication Request message. The message is sent using the source Layer-2 ID and broadcast Layer-2 ID as destination, and includes other parameters related to the application offered. Source UE should also include 2 IEs, which are list of source UE’s supported algorithms and the source UE’s public key.  

3. The UE-to-UE Relay receives the broadcast Direct Communication Request message and verifies if it's configured to relay this application, i.e. it compares the announce ProSe Application ID with its provisioned relay policy/parameters and, if it matches, the UE-to-UE Relay assigns itself a Relay-Layer-2 ID (e.g. R-L2 ID-a) for source UE (i.e. related to source UE 's L2 ID).The UE-to-UE Relay proceeds in forwarding the broadcast Direct Communication Request message, which includes list of source UE’s supported algorithms and the source UE’s public key, received from the source UE.

4.Target UE is interested in the announced application thus, target UE will check whether it could support the security algorithms in the list of source UE’s supported algorithms, if yes, then it sends the Direct Communication Accept message to source UE, including the chosen algorithm, and also target UE’s public key. 

5. UE-to-UE Relay forwarded the Direct Communication Accept message to source UE. 

6. An "extended" unicast link is established between source UE and target UE, via the UE-to-UE Relay. The extended link is secured end to end using source UE’s and target UE’s public key, while the routing information will be left in the clear.
Editor’s Note: it is FFS how to bind the public key with a specific UE and how to revoke public keys.

Editor’s Note: it is FFS whether and (if yes, then)how to protect the privacy of the routing information.

Editor’s Note: it is FFS on how to make sure the DCA message can be trusted.

Editor’s Note: public/private keys provisioning into the peer UEs is FFS

Editor’s Note: The solution is under the assumption that only a single (ProSe) application is supported. 
*** NEXT CHANGE ***
5.4.1
Key issue details 

3GPP system has to be able to authorise a UE to access 5GC via a 5G UE-to-Network Relay and to authorise a UE to perform as a UE-to-Network Relay. Without a proper authorisation, unauthorised entities will be able to access 5GC via UE-to-Network Relay or act as UE-to-Network Relays creating a vulnerability and causing possible (D)DOS attacks or leading to unauthorised service usage on both 5GS and UE-to-Network Relay.
TR 23.752 [2], key issue #3 describes the issue on the support of UE-to-Network Relay, i.e.

“-How to authorize a UE to be a 5G UE-to-Network Relay and how to authorize a UE to access 5GC via a 5G UE-to-Network Relay.
…


NOTE 1: Security and privacy aspects will be handled by SA WG3”

From the security point of view, whether the UE can play the UE-to-Network Relay role should be assured by the Remote UE. On the contrary, whether the UE can play the remote UE role shouldl be assured by the UE-to-Network relay. 

In addition, the following aspects on how the network authorizes the Remote UE via the UE-to-Network Relay need to be studied:

· Should there be different authorization mechanisms for L2 and L3 relay?
· Which Network Functions should be involved in the Remote UE authorization?

· What type of information (e.g. identifiers) should the Remote UE provide to the network via the UE-to-Network Relay and how should it be used for Remote UE authorization?

This key issue is to study the authorization issue in the UE-to-Network relay scenario.

*** NEXT CHANGE ***
5.6.1
Key issue details 

3GPP system has to be able to protect security (i.e, the integrity and confidentiality) of information between the peer UEs over the UE-to-UE Relay. Failure to protect integrity and confidentiality of information exchanged between the peer UEs over the UE-to-UE Relay will open vulnerability in 5GS and allow various attacks such as unauthorised disclosure and modification of information. Protection of communications between the peer UEs should take into consideration that the UE-to-UE Relay is an untrusted node.
TR 23.752 [2] in Clause 5.4, Key Issue #4: Support of UE-to-UE Relay, has the following key issue:

-
How to enhance the system architecture to provide the security protection for relayed connection?
*** NEXT CHANGE ***
5.12.1
Key issue details

One-to-one ProSe communication is realised by establishing a secure link over PC5 between initiating UE and peer UE, it is used by two UEs that want to directly exchange traffic or when a remote UE attaches to ProSe relay.

Editor’s Note: the one-to-one communication policy/parameter provisioning procedure should inline with SA2.

Editor’s Note: it’s FFS whether this KI covers the out-of-coverage scenario.

The LTE ProSe one-to-one communication may happen after discovery procedures, or after one-to-many ProSe communications. The detailed one-to-one (i.e. unicast) communication and the corresponding security aspects are defined for LTE ProSe in 3GPP TS 23.303 [5] and TS 33.303 [6], respectively. During the architecture study in the TR 23.752 [2] proposes to introduce new features to 5G ProSe from 5G V2X, this may protentially reuse the security meshanisms from 5G V2X as defined in TS 33.536 [8]. Although the 5G V2X and the ProSe one-to-one communications both rely on the PC5 reference point, the ProSe may not be able to fully reuse the security mechanisms from 5G V2X scenario which is due to the fact that they may use different processing procedures. For this reason, it’s necessary to study the security of one-to-one communication which is dedicated for 5G ProSe scenario. 5G ProSe needs a reliable mechanism to establish and to use one-to-one communication over PC5.
*** NEXT CHANGE ***
6.1.2
Solution details

In this solution it is assumed that the 5GDDNMF is a functionality of PCF and not a separate entity. Proposed solution reuses the PCF discovery procedure as defined in 23.502[10] for provisioning or configuration of the relay discovery material and the required security material.
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Figure 6.1.2-1: Procedural call flow for key management in 5G ProSe
Step 0a-0e: The remote UE seeking access via UE-to-Network relay, REAR (Remote Access via Relay) sends a UE policy provisioning request to the AMF. The request may include the Remote UE capability i.e., ProSe UE capability, PC5 capability. 

AMF sends N5gddnmf_UEpolicycontrol_update or Npcf_UEpolicycontrol_update request over Service based interface to discover the corresponding PCF or 5GDDNMF and requests for the policy required for ProSe UE Discovery and security material. 

5GDDNMF or PCF responds back with Npcf_GetDiscovery_info response message with ProSe relay UE discovery and security material to 5GDDNMF. The 5GDDNMF sends back N5gddnmf_UEpolicycontrol_update response with the required ProSe relay discovery and security material. AMF delivers the ProSe relay discovery and security material to the Remote UE.

The UE-to-Network relay gets authenticated and authorized by the network to support as a relay for ProSe communication. Editor's Note: Whether the security keys can be provided in step 0d is FFS.

Editor's Note: The definition of 5GDDNMF shouldbe aligned with SA2.
Step 1: The Remote UE sends a key request message to the AMF, where the message includes the ProSe Remote access indication and 5G-GUTI if already assigned or the SUCI. This solution based on single hop relay i.e., one UE-to-Network relay between Remote UE and the core network. The proposed solution also works for multiple hop relay communication.

The ProSe Remote access indication is set to 1, which indicates that there is only single hop UE-to-Network relay in between.

The AMF forwards the Key request to the AUSF instance which is capable of authentication, authorization and key derivation for the ProSe UE-to-Network relay communication.

Step 2: In order to authorize the UE requesting for keys for remote access, the AUSF sends Nudm_UEAuthentication request to UDM and retrieves the UE details or subscription data. In this message the AUSF includes ProSe Remote access indication and 5G-GUTI or SUCI.

Step 3: On receiving the Nudm_UEAuthentication request, the UDM verifies the 5G-GUTI or SUCI and sends the corresponding SUPI to the AUSF in Nudm_UEAuthentication response message.

Step 4: On receiving the SUPI from UDM, the AUSF generates the REAR Key for Remote UE communication via UE-to-Network relay. REAR key will be used for deriving the ProSe key KNR_ProSe. 

Input to the Key Derivation Function for deriving the REAR key is as follows:

REAR Key = KDF (Latest KAUSF, SUPI of the Remote UE, Relay UE ID bound to SUPI of relay/TempID of relay, other possible parameters)

The generated key is 256 bits in which, the 128 bits MSB of key is the REAR Key and the other 128 bits is the REAR Key ID. The purpose of REAR Key ID is to identify the REAR key.

Editor's Note: The input parameters to derive the keys are FFS.
Step 5: AUSF sends the generated REAR key and Relay UE ID/TempID of Relay which is bound to UE-to-Network relays SUPI in the key response message to the Remote UE.

Step 6: Remote UE discovers the relay UE using any of Model A or Model B method. The discovery message must include the relay UE ID provided by the AUSF.

Step 7: After the discovery of the UE-to-Network relay, the Remote UE sends the Direct communication request to the discovered relay for establishing secure PC5 unicast link. The message should include Relay Service Code or ServiceID, 5G-GUTI of the Remote UE and Message Authentication Code MACREAR. 

Step 8: On receiving the Direct Communication request, the UE-to-Network relay sends a key request message Relay Service Code or ServiceID, 5G-GUTI of the Remote UE and Message Authentication Code MACREAR received from the remote UE.

Step 9: AUSF authorizes the remote UE requesting for remote access by checking the MACREAR using the REAR key, and 5G-GUTI. 

Step 10: After authorization the AUSF generates the ProSe key to be used for Remote access via Relay. 

The input to the KDF for generating ProSe key is as follows:

KNR_ProSe = KDF (REAR key, 5G-GUTI, Relay Service Code or ServiceID, KNR_ProSe freshness parameter, other possible parameters). KNR_ProSe freshness parameter can be any nonce or counter or random number.

Editor's Note: The purpose of KNR_ProSe is FFS. 
Step 11: AUSF sends the KNR_ProSe freshness parameter in the key response message to the UE-to-Network relay.

Step 12: The UE-to-Network relay sends the received KNR_ProSe freshness parameter to the Remote UE in Direct Security mode command message.

Step 13: The remote UE generates the ProSe key to be used for Remote access via Relay same as defined in step 10.

Step 14: Remote UE sends the Direct Security mode complete message to the UE-to-Network relay. Further communication between Remote UE and Network takes place securely via the UE-to-Network relay.

Editor's Note: This solution assumes and require network connectivity for both remote UE and relay UE. 
Editor's Note: This solution may impact more than one key issue.

*** NEXT CHANGE ***
6.3.2
Solution details

The open discovery security procedure is described as follows:
1. The announcing UE sends a Discovery Request message containing the ProSe Application ID to the DDNMF in its HPLMN in order to be allowed to announce a code on its serving PLMN (either VPLMN or HPLMN).

2. If the announcing UE wants to send announcements in the VPLMN, the DDNMF in the HPLMN requests authorization from the VPLMN DDNMF by sending Announce Auth.() message.

3. VPLMN DDNMF responds with an Announce Auth. Ack () message.

4. The DDNMF in HPLMN of the announcing UE returns the ProSe App Code that the announcing UE can announce and a Discovery Key associated with it. The DDNMF stores the Discovery Key with the ProSe App Code. In addition, the DDNMF provides the UE with a CURRENT_TIME parameter, which contains the current UTC-based time at the DDNMF, a MAX_OFFSET parameter, and a Validity Timer. The UE sets a clock which is used for ProSe authentication (i.e. ProSe clock) to the value of CURRENT_TIME and the UE stores the MAX_OFFSET parameter, overwriting any previous values. The announcing UE obtains a value for a UTC-based counter associated with a discovery slot based on UTC time. The counter is set to a value of UTC time in a granularity of seconds. The UE may obtain UTC time from any sources available, e.g. the RAN via SIB16, NITZ, NTP, GPS, via Ub interface (in GBA) (depending on which is available).

5. The UE starts announcing, if the difference between UTC-based counter provided by the system associated with the discovery slot and the UE’s ProSe clock is not greater than the MAX_OFFSET and if the Validity Timer has not expired. For each discovery slot it uses to announce, the announcing UE calculates a 32-bit Message Integrity Check (MIC) to include with the ProSe App Code in the discovery message. Four least significant bits of UTC-based counter are transmitted along with the discovery message. The MIC is calculated as described in clause A.2 of TS 33.303 [6] using the Discovery Key and the UTC-based counter associated with the discovery slot.

6. The Monitoring UE sends a Discovery Request message containing the ProSe Application ID to the DDNMF in its HPLMN in order to get the Discovery Filters that it wants to listen for.

7. The DDNMF in the HPLMN of the monitoring UE sends Monitor Req. message to the DDNMF in the HPLMN of the announcing.

8. The DDNMF in the HPLMN of the announcing UE sends Monitor Resp. message to the DDNMF in the HPLMN of the monitoring.

9. The DDNMF returns the Discovery Filter containing either the ProSe App Code(s), the ProSe App Mask(s) or both along with the CURRENT_TIME and the MAX_OFFSET parameters. The UE sets its ProSe clock to CURRENT_TIME and stores the MAX_OFFSET parameter, overwriting any previous values. The monitoring UE obtains a value for a UTC-based counter associated with a discovery slot based on UTC time. The counter is set to a value of UTC time in a granularity of seconds. The UE may obtain UTC time from any sources available, e.g. the RAN via SIB16, NITZ, NTP, GPS (depending on which is available).

10. The Monitoring UE listens for a discovery message that satisfies its Discovery Filter, if the difference between UTC-based counter associated with that discovery slot and UE’s ProSe clock is not greater than the MAX_OFFSET of the monitoring UE's ProSe clock.

11. On hearing such a discovery message, and if the UE needs to check the MIC for the discovered ProSe App Code, the Monitoring UE sends a Match Report message to the DDNMF in the HPLMN of the monitoring UE. The Match Report contains the UTC-based counter value with four least significant bits equal to four least significant bits received along with discovery message and nearest to the monitoring UE’s UTC-based counter associated with the discovery slot where it heard the announcement, and other discovery message parameters including the ProSe App Code and MIC.

12. The DDNMF in the HPLMN of the monitoring UE passes the discovery message parameters including the ProSe App Code and MIC and associated counter parameter to the DDNMF in the HPLMN of the announcing UE in the Match Report message.

13. The DDNMF in the HPLMN of the announcing UE should check the MIC is valid.

14. The DDNMF in the HPLMN of the announcing UE should acknowledge a successful check of the MIC to the DDNMF in the HPLMN of the monitoring UE in the Match Report Ack message.

15. The DDNMF in the HPLMN of the announcing UE checks the MIC and acknowledges the check result to the DDNMF in the HPLMN of the monitoring UE.
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Figure 6.3.2-1: Open discovery security procedure
*** NEXT CHANGE ***
6.7.2
Solution details



Figure 6.7.2-1 Procedures for one-to-one communication security establishment over PC5

0. ProSe security-related parameter (for one-to-one secure communication over PC5) pre-configuration and previsioning, the signalling integrity protection should be used and the signalling ciphering protection is a configuration option.

1. Discovery procedures or after one-to-many ProSe communications for getting initial parameters (e.g. L2 IDs).

2. The initiating UE starts Direct Communication Request (DCR) message contains and the initiating UE’s security capabilities. The initiating UE’s security capabilities are the confidentiality and integrity protection algorithms that the initiating UE accepts for this connection.

3. The receiving UE may initiate the Direct authentication and key establishment procedures with the initiating UE.

4. The receiving UE uses the Chosen_algs to indicate the selected confidentiality and integrity protection algorithms of this link and contains the Chosen_algs in the Direct Security Mode Command message. The initiating UE’s security capabilities are sent back to the initiating UE to mitigate the bidding down attack. The receiving UE should integrity protect the Direct Security Mode Command message before sending it to the initiating UE.

5. The initiating UE sends its user plane security policies to the receiving UE by using Direct Security Mode Complete message.

6. The receiving replies the Direct Communication Accept message to accept the DCR message and one-to-one communication establishment including the user plane security indication. The user plane security protection methods (the user plane confidentiality protection activated or not, and the user plane integrity protection activated or not) are explicitly indicated by using user plane security indication. 

Editor’s Note: It’s FFS how to protection the privacy of entities during one-to-one communication over PC5.
*** NEXT CHANGE ***
6.10.2
Solution details
The procedure for Authorization and security with UE-to-Network relay using Remote UE network primary authentication is depicted in Figure 6.10.2-1. 
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Figure 6.10.2-1: Procedure for Authorization and security with UE-to-Network relay using Remote UE network primary authentication 
0. The Relay UE is registered and authorized to operate as a UE-to-Network relay

1. The Remote UE sends a Direct Communication request message to the Relay UE. The Remote UE includes its SUCI in the message to request UE-to-Network relay service. The Remote UE also provides its security capabilities and security policy as in TS 33.536[8].

Editor's note: Details for how a Remote UE that is already authenticated and authorized reconnects for relay communication are FFS 

2. The Relay UE sends a NAS Relay Authorization request message to its serving AMF. The Relay UE includes the Remote UE's SUCI in the message.
Editor’s Note: Whether and how the AMF serving the Relay UE always be able to serve the remote UE is FFS.
3. The Relay UE's AMF checks that the Relay UE is authorized to act as a Relay based on subscription information obtained during Relay UE's registration

4-8. The Relay UE's AMF initiates Remote UE authentication with Remote UE's AUSF according to existing primary authentication procedures. The authentication messages are exchanged transparently via the Relay UE.
Editor's note: How the AMF and Relay UE determines whether the authentication messages are for to the Remote UE is FFS.
9. Upon successful authentication of the network, the Remote UE derives a PC5 link root key Krelay and its Krelay ID from KAMF
NOTE 1: Krelay and its Krelay ID can be considered as equivalent to KRNP and KRNP ID in TS 33.536[8].
Editor's note: Details for how Krelay and Krelay ID are derived are FFS

10. Upon successful authentication of the Remote UE, Relay UE's AMF checks with Remote UE's UDM that Remote UE is authorized to use UE-to-Network relaying. Upon successful authorization check, Relay UE's AMF registers with Remote UE's UDM as its Relay's AMF, providing the Relay UE identity (SUPI or GPSI).

11. Relay UE's AMF derives a PC5 link root key Krelay and its Krelay ID from KAMF as performed by Remote UE in step 9.

12. Relay UE's AMF sends a NAS Relay Authorization response message to the Relay UE. The Relay UE's AMF includes the PC5 link root key Krelay and its Krelay ID in the message. The Relay UE stores the key and its id and associates them with the PC5 link with Remote UE.

13. The Relay UE initiates PC5 link security establishment with Remote UE based on PC5 link root key Krelay. The Relay UE derives PC5 session key Krelay-sess from Krelay, and confidentiality and integrity keys from Krelay-sess the same way KNRP-sess is derived from KNRP, and confidentiality and integrity keys from KNRP-sess in TS 33.536[8]. The Relay UE integrity protects the Direct Security Mode Command and includes parameters as in TS 33.536[8]. The Relay UE includes the Krelay ID to indicate that the PC5 security establishment should be based on Remote UE's primary authentication run.

Editor's note: Details for key hierarchy used for PC5 link security above is FFS

14. The Remote UE checks that the received Krelay ID matches the one derived in step 9. If the provided key id matches, then the Remote UE proceeds with PC5 session, confidentiality, and integrity keys derivation using Krelay as the PC5 link root key as performed by the Relay UE. The Remote UE performs security checks of the Direct Security Mode Command message as in TS 33.536[8].

15. The Remote UE sends integrity and confidentiality protected Direct Security Mode Complete message to Relay UE as in TS 33.536[8].

16. Procedure continues as per L3 relay setup procedure as defined in TR 23.752 [2] (e.g., in step 3 in solution#6).
Editor's note: PC5 link security handling during changes of Relay UE's AMF and/or Remote UE re-authentication is FFS

Editor's note: Authorization revocation of Remote UE to use Relay is FFS

*** NEXT CHANGE ***
5.1.1
Key issue details

The Open ProSe direct discovery procedure is used for a UE to discover or be discovered by other UE(s) in proximity over the PC5 interface. The UE can discover other UE(s) with interested application(s) and/or interested group(s) using the ProSe direct discovery procedure. In Open Discovery, a UE which wants to discover other UE’s does not require any explicit permission from the other UE’s in order to be allowed to discover them. 

The Restricted ProSe direct discovery procedure is used for a UE to discover or be discovered by other UE(s) in proximity over the PC5 interface. In Restricted Discovery, a UE which wants to discover other UE’s requires an explicit permission from the other UE’s in order to be allowed to discover them. 

There could be a case where a discoverer UE intends to discover two different discoveree UEs (called discoveree UE A and discoveree UE B) at a time. With the existing ProSe architecture, the three UEs have to have the same security keys to support the case. 

There is a vulnerability with the model B architecture in this use case. Despite discoveree UE A allowing to be discovered by only the discoverer UE, discoveree UE B is also capable of detecting and decoding the discovery response message from discoveree UE A because it has the same keys, and thus discovering discoveree UE A. 

Hence it needs to be studied how to protect the discovery response message of a UE in a restricted direct discovery model B architecture mode from being discovered by other discoveree UE(s). 
Editor’s Note: Whether there is a case where a discoverer UE wants to discover more than one different discoveree UEs using same ProSe service at a time is FFS.
5.1.2
Security threats
If the discovery message cannot be confidentiality protected, integrity protected, and replay protected, the Prose APP Code can be intercepted, modified, or replayed by an attacker. The announcing UE or discoveree UE may connect with a UE that is not interested in that particular Prose service.

An attacker may impersonate the discoveree or the discovered UE.

A malicious application running on a discoveree UE can detect the response message from other discoveree UE(s) that uses the same security keys in restricted direct discovery model B architecture, and may discover other discoveree UE(s), that are not supposed to be discoverable to it. This puts the privacy of other discoveree UE(s) at risk.  

Editor’s Note: Whether this threat is valid is FFS.
*** NEXT CHANGE ***
5.11.1
Key issue details

During ProSe discovery a ProSe UE that is to be discovered needs to broadcast information via which it can be discovered. In some use cases the broadcasted information is uniquely associated to the (identity of the) ProSe UE. If this broadcasted information is not properly protected, the privacy of the UE can not be guaranteed in the sense that the UE can be traced and followed. Also impersonation of the ProSe UE can occur leading to identity theft. 
5.11.2
Security threats

A ProSe UE identity broadcasted during ProSe discovery can be used to trace a ProSe.

A ProSe UE identity broadcasted during ProSe discovery can be used to impersonate the ProSe UE.
*** END OF CHANGES ***
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