3GPP TSG-SA3 Meeting 101e	S3-202989
e-meeting, 9 – 20 November 2020	revision of S3-20xabc
Source:	Huawei, Hisilicon, China mobile
Title:	Discussion for Provisioning of Credentials
Document for:	Endorsement
Agenda Item:	5.12
[bookmark: _Ref429645891]Decision/action requested
SA3 is kindly requested to endorse the proposals as in section 4.
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Rationale
Background
SP-200620 [1] was agreed in SA#88-e for FS_eNPN_SEC, the objective of UE onboarding and remote provisioning of non-USIM credentials has stated as below:
“
· Identify security Key Issues relating to UE Onboarding and remote provisioning with non-USIM credentials Identify methods by which the UE can be verified as "uniquely identifiable and verifiably secure" 
· Critically review the security aspects of the proposed solutions in TR 23.700-07 and make recommendations for security improvements where required.
· Study potential solutions for the secure provisioning of non-USIM credentials taking into account different deployment scenarios.
”
TR 23.700-07 v1.1.0 [2] was approved in SA2#141-e, the conclusion for key issue #4 “UE onboarding and remote provisioning” has been agreed to be divided into 4 parts as depicted in clause 8.4, i.e. UE onboarding for SNPN, Remote provisioning for SNPN credentials, UE Onboarding for PNI-NPN, and Remote provisioning for PNI-NPN credentials. 
Conclusion for UE onboarding for SNPN is to define how to establish MM and SM context between UE and onboarding network (SNPN or PLMN) for onboarding. 
Conclusion for UE onboarding for PNI-NPN is to define how to establish MM and SM context between UE and PLMN for onboarding.
Conclusion for remote provisioning for SNPN is to define how does the PS provide SNPN credentials and configurations to UE and subscription owner (SO-SNPN). 
Conclusion for remote provisioning for PNI-NPN is to define how does the PS provide PNI-NPN credentials and configurations to UE and subscription owner (PLMN).
The conclusion part includes many Editor’s Notes which need to be addressed by SA3.
SA1 has defined service requirements in TS 22.261 v17.4.0 for NPNs, which includes the following requirement:
“The 5G system shall support a secure mechanism for a network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.”
SA1 also has confirmed in LS S1-202109 [3] that the term NPN in the above mentioned requirement not only covers SNPN, but also PNI-NPN.
In LS S3-202751 [4], Regarding on-boarding and remote provisioning Key Issues, SA3 confirms that SA3 will investigate the security requirements and impacts for SNPN case and PNI-NPN case to SA2.
Observation 1: SA, SA1, and SA2 agree that UE onboarding and provisioning credentials for SNPN and PNI-NPN are to be studied. SA3 also confirms that SA3 will investigate the on-boarding and remote provisioning security requirements and impacts for SNPN case and PNI-NPN case.
Observation 2: SA2 has drawn a conclusion for key issue #4 “UE onboarding and remote provisioning”, the conclusion is divided into 4 parts as depicted in clause 8.4, i.e. UE onboarding for SNPN, Remote provisioning for SNPN credentials, UE Onboarding for PNI-NPN, and Remote provisioning for PNI-NPN credentials. 
Observation 3: Conclusion for UE onboarding for SNPN is to define how to establish MM and SM context between UE and onboarding network (SNPN or PLMN) for onboarding. Conclusion for remote provisioning for SNPN is to define how does the PS provide SNPN credentials and configurations to UE and subscription owner (SO-SNPN).
Observation 4: Conclusion for UE onboarding for PNI-NPN is to define how to establish MM and SM context between UE and PLMN for onboarding. Conclusion for remote provisioning for PNI-NPN is to define how does the PS provide PNI-NPN credentials and configurations to UE and subscription owner (PLMN).
During SA3#100bis-e, a new key issue #4 depicted in S3-202715 [5] was accepted to study the security aspects of the initial access to the onboarding network. This covers the parts identified by SA2 for UE onboarding, but does not cover the provisioning part.
S3-202749 [6] and S3-202748 [7] were discussed in SA3#100bis-e for provisioning credentials aspects for both SNPN and PNI-NPN, and they were noted with comment “We believe that we should not specify the provisioning itself but focus on the giving access to a PS through the SNPN”. However, this is not in line with the conclusions in SA2 and would go against the service requirements of SA1.
This paper is to investigate each SA2 conclusions for remote provisioning and to analysis how to capture the related security threat and requirement in new key issues, and how to move forward if no agreement is reached for the new key issues.
Investigate SA2 Conclusion for SNPN Credential Remote Provisioning
SA2 has agreed the conclusions for SNPN credential remote provisioning in clause 8.4 in TR 23.700-07 [2] as below: 
“Remote provisioning for SNPN credentials (Component 2 of KI#4)
-	Usage of a PLMN as Onboarding Network for a UE equipped with a USIM shall be possible. The SO-SNPN credentials can be transmitted to UE via UP connectivity. The UE shall be configured with Default credentials in USIM to register with a PLMN where the UE can register with the Default credentials in order to communicate with the provisioning server;
-	When User Plane is used for provisioning of SO-SNPN credentials, the User plane remote provisioning protocol used and how the UE downloads the SO-SNPN credential from the Provisioning Server (PS) after PDU session establishment in the O-SNPN is out of scope of SA2 ;
-	Control Plane remote provisioning based on UE Parameters Update Procedure as defined in TS 23.502 [6] can be used for provisioning of SO-SNPN credentials and other information to enable access to SO-SNPN. After Registration Complete, while onboarding is still in progress, UPU is imminent, thus, the NAS signalling connection shall not be released. It shall be possible that the SO-SNPN credentials being provisioned are not accessible (e.g. by using an additional credential in the UE) by the onboarding network;
NOTE 1:	The UE may support the Control Plane remote provisioning or the User Plane remote provisioning.
Editor's note:	SA WG3 feedback will need to be taken into account for including of the CP based provisioning.
Editor’s note: When the PS is a stand-alone entity, how the PS is selected is for FFS.
Editor’s note: For remote provisioning via CP, when the PS is a stand-alone entity the role of PS (as UDM of SNPN or AF with respect to O-SNPN) is FFS. 
-	Control Plane remote provisioning procedure assumes a Provisioning Server that communicates with the 5GC using 3GPP-defined protocols.
-	For the provisioning of IMSI accompanied by AKA credentials, GSMA RSP is used, Provisioning Server (PS) can provision the credential to UE over User Plane (UP) connectivity;
-	For the provisioning of Non-3GPP credentials, the credentials can be provided to UE over UP connectivity;
-	It shall be possible to pre-configure the Provisioning Server (PS) address, SO-SNPN identity on the UE, and it shall also be possible that the O-SNPN provides the PS address to the UE after successful authentication and authorization. The PS address from the O-SNPN shall be integrity protected. The PS address provided by the network is prioritized, if configured and overrides any PS address stored in the UE. Configuration of PS address to the UE can be supported using one of the following methods:
a.	SMF may deliver onboarding configuration data as part of extended Protocol Configuration Options (PCO) in PDU Session Establishment Response to UE. This is similar to use of PCO to configure Autoconfiguration server for UE in Wireless and Wireline Convergence (TR 23.716 [28] clause 6.10).
b.	Alternatively, onboarding configuration data may be configured in the UE during Registration Procedure. 
c.	In addition, onboarding configuration data may be configured in the UE using service specific policies subject to UE capabilities similar to what is used for V2X communications as specified in TS 23.287 [29] clause 5.1.1 for ways how parameters may be made available to the UE and TS 23.287 [29] clause 6.2.5 for AF-based service parameter provisioning and TS 24.587 [30] clause 5.2.4 for configuration parameters such as validity timer, server address and geographical area.
-	It is assumed that the UDM (or AAA) of SO-SNPN is provisioned with UE credentials/subscription data when remote provisioning is successfully performed. Existing mechanism for provisioning of UDM/UDR can be reused.
-	When User Plane is used for provisioning of SO-SNPN credentials, a restricted PDU session is supported to be dedicated for the remote provisioning. Upon successful establishment of restricted access PDU session, if the UE still does not have a PS address, the device uses a well-known FQDN to perform PS discovery.
NOTE 2:  SA WG3 may evaluate these mechanisms and provide guidance on appropriateness of use for SNPNs.”
Observation 5: The following conclusions for remote provisioning for SNPN credentials are related to SA3 and need SA3 feedback: 1) The SNPN credentials can be provisioned via Control Plane or User Plane; 2) Provisioning Server can be considered as 5G-aware network entity; 3) whether including of the CP based provisioning has security impact.
According to observation 5, since the PS can be considered as 5G-aware network entity, SA3 should ensure the security between the UE and the PS, thus, SA3 shall investigate:
1. How does the UE and the PS be authorized for remote provisioning.
2. How to confidentiality protect, integrity protect and replay protect the SNPN credentials.
Proposal 1: Approve S3-202990 [8] to add a new key issue to address security aspects of remote provisioning for SNPN based on observation 5.
Investigate SA2 Conclusion for PNI-NPN Credential Remote Provisioning
SA2 has agreed the conclusions for PNI-NPN credential remote provisioning in clause 8.4 in TR 23.700-07 [2] as below: 
“Remote provisioning for PNI-NPN credentials (Component 2 of KI#4)
-	At least network initiated remote provisioning of credentials to allow access to PNI-NPN services should be supported in Rel-17;
-	Both procedures using Control Plane and using User Plane protocols after establishing PDU session shall be enabled for remote provisioning the PNI-NPN credentials used for NSSAA and/or PDU Session secondary authentication;
NOTE 1:	The UE may support the Control Plane remote provisioning or the User Plane remote provisioning.
Editor's note:	SA WG3 feedback for the suitability of the procedure will need to be taken into account.
Editor's note:	whether an extra security layer for protection of credentials between PS and UE is needed should be decided by SA WG3.
-	For User Plane remote provisioning:
-	The protocol for provisioning of PNI-NPN credentials used for NSSAA and/or PDU Session secondary authentication, i.e. how the UE download the NPN credential from the PS after PDU session establishment in PNI-NPN, is out of scope of SA WG2;
-	The PS address and DNN/NSSAI used to access PS may be provided to the UE during or after the Registration procedure;
Editor's note:	How the PS address is provided to the UE is FFS.
Editor's note:	The vertical may verify the UE before PNI-NPN credential is provisioned to UE, and how this is done should be decided by SA WG3.
-	Upon successful remote provisioning of the UE, the UE Subscription Data in the UDM/UDR may be updated to enable the access to the PNI-NPN.
Editor's note:	for PNI-NPN credentials remote provisioning, whether the 3GPP operator could decide to update the UE Subscription Data (e.g., S-NSSAI, DNN, CAG information) in the UDM/UDR used to access to the PNI-NPN based on the input from the vertical which may be outside 3GPP operator domain should be decided by SA WG3.
-	For Control Plane remote provisioning:
-	It is assumed that the PS communicates with the 5GC using 3GPP defined protocols.”
Observation 6: The following conclusions for remote provisioning for PNI-NPN credentials are related to SA3 and needs SA3 feedback: 1) The PNI-NPN credentials can be provisioned via Control Plane or User Plane; 2) The vertical may verify the UE before PNI-NPN credential is provisioned; 3) Whether operator could update UE subscription data based on input from the vertical; 4) Provisioning Server can be considered as 5G-aware network entity.
According to observation 6, since the PS can be considered as 5G-aware network entity, SA3 should ensure the security between the UE and the PS, in addition, security of updating UE’s PLMN subscription should also been considered, thus, SA3 should investigate:
1. How does the UE and the PS be authorized for remote provisioning.
2. How to confidentiality protect, integrity protect and replay protect the PNI-NPN credentials.
3. Whether operator could update UE subscription data based on input from the vertical (the trust relationship between the PS and the credential owners should be considered)
Proposal 2: Approve S3-202991 [9] to add a new key issue to address security aspects of remote provisioning for PNI-NPN based on observation 6.
Wayforward if new key issues are still not agreed
If the key issues are noted with some arguments which are conflict with other group’s conclusion, e.g. SA, SA1, SA2, then, the arguments should be sent to those groups so that the specification can be aligned.
Proposal 3: Approve LS S3-202992 [10] to be align with other group so that the conflict can be addressed if the key issues are still not allowed.

Detailed proposal
We have following observations:
Observation 1: SA, SA1, and SA2 agreed that UE onboarding and provisioning credentials for SNPN and PNI-NPN are to be studied. SA3 also confirms that SA3 will investigate the on-boarding and remote provisioning security requirements and impacts for SNPN case and PNI-NPN case.
Observation 2: SA2 has drawn a conclusion for key issue #4 “UE onboarding and remote provisioning”, the conclusion is divided into 4 parts as depicted in clause 8.4, i.e. UE onboarding for SNPN, remote provisioning for SNPN credentials, UE Onboarding for PNI-NPN, and remote provisioning for PNI-NPN credentials. 
Observation 3: Conclusion for UE onboarding for SNPN is to define how to establish MM and SM context between UE and onboarding network (SNPN or PLMN) for onboarding. Conclusion for remote provisioning for SNPN is to define how does the PS provide SNPN credentials and configurations to UE and subscription owner (SO-SNPN).
Observation 4: Conclusion for UE onboarding for PNI-NPN is to define how to establish MM and SM context between UE and PLMN for onboarding. Conclusion for remote provisioning for PNI-NPN is to define how does the PS provide PNI-NPN credentials and configurations to UE and subscription owner (PLMN).
Observation 5: The following conclusions for remote provisioning for SNPN credentials are related to SA3 and need SA3 feedback: 1) The SNPN credentials can be provisioned via Control Plane or User Plane; 2) Provisioning Server can be considered as 5G-aware network entity; 3) whether including of the CP based provisioning has security impact.
Observation 6: The following conclusions for remote provisioning for PNI-NPN credentials are related to SA3 and needs SA3 feedback: 1) The PNI-NPN credentials can be provisioned via Control Plane or User Plane; 2) The vertical may verify the UE before PNI-NPN credential is provisioned; 3) Whether operator could update UE subscription data based on input from the vertical; 4) Provisioning Server can be considered as 5G-aware network entity.

SA3 is kindly requested to endorse the following proposal:
Proposal 1: Approve S3-202990 [8] to add security requirement to address security aspects of remote provisioning for SNPN based on observation 5.
Proposal 2: Approve S3-202991 [9] to add a new key issue to address security aspects of remote provisioning for PNI-NPN based on observation 6.
If the proposal 1 and proposal 2 are not endorsed, then: 
[bookmark: _GoBack]Proposal 3: Approve LS S3-202992 [10] to be align with other group so that the conflict can be addressed if the key issues are still not allowed.
