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1
Decision/action requested

SA3 is kindly requested to approve this contribution to update the solution 2 in MBS TR 33.850.
2
References

[1]
3GPP TR 23.757 Study on architectural enhancements for 5G multicast-broadcast services
3
Rationale
In last meeting, the following editor notes were added to the solution 2.
Editor’s Note: MUK derivation is FFS.

Editor’s Note: Key update procedure after reauthentication is FFS.
Editor’s Note: Token construction is FFS.
Editor’s Note: Roaming aspect is FFS.
The first EN addresses the MUK derivation. Key derivation function is used and the parameters are used to form the input S to the KDF including Multicast_group_ID.
The second EN addresses the key update. When re-authentication runs, the UE and AUSF generate new MUK and deletes the old MUK. There is no misalignment issue for MUK.
The third EN addresses the token construction. The input parameter includes UE_id, Multicast_group_ID, fresh parameters. The input key is MUK. 
The fourth EN addresses the roaming aspect. After confirming with our SA2 collegaue, roaming aspect is not considered in R17. Maybe a note is needed. 
4
Detailed proposal

**************** Start of Change***********************
6.2
Solution #2: protect MBS traffic in service layer

6.2.2
Solution details
…
The procedure is described as follows:

1. The UE registers 5GS and establishs a PDU session.

2. The content provider announces the availability of multicast using higher layers (e.g., application layer).
3. The UE sends the PDU Session Modification Request. Information about multicast group including identifer of the multicast group which UE wants to join, shall be sent. Multicast_group_ID can be multicast address or other identifier. 
4. The AMF invokes Nsmf_PDUSession_UpdateSMContext, in which information about multicast group is included.
Editor’s Note: Step 3&4 need to be revised if SA2 agrees to support UE’s multicast session join/leave operation via UP e.g. IGMP Join/Leave.

5. If MBS context is not available in (MB)-SMF, (MB)-SMF interacts with UDM to check whether a multicast context for the multicast group exists in the system.
6. (MB)-SMF requests the AMF to transfer a message to the RAN node using the Namf_N1N2MessageTransfer service to create a multicast context in the RAN, if it does not exist already. IP address of MBSU/MBS-U may be included if needed for UE to find MBSU/MBS-U,
7. The N2 session modification request is sent to the RAN.
8. RAN sends RRC reconfiguration request message to UE.

9. If UE is allowed to access the MBS service, UE derives Multicast User Key (MUK) The input key KEY is Kausf. The parameters are used to form the input string to the KDF including Multicast_group_ID. When re-authentication runs, the UE generates a new MUK and deletes the old MUK.
10. NOTE: The details of MUK derivation will be discussed in the normative work.


11. SMF requests MUK and sends Multicast_group_ID to AUSF.
12. AUSF derives Multicast User Key (MUK) based on Kasuf and Multicast_group_ID. When re-authentication runs, the AUSF generates a new MUK and deletes the old MUK.
13. AUSF responds to SMF with MUK.
14. SMF distributes MUK to MBSU/MSF-U.
15. MBSU/MSF-U receives and stores the MUK. Afterwards, ACK is reponded to SMF.

16. Continue with the multicast service initiation procedure.

17. MBSU/MSF-U checks whether the MBS security context for this multicast group is available. MBS security context, which is used for MBS traffic protection, includes the key_ID, K_group_enc,  K_group_int, encryption and integrity algorithms. The key_ID is used to indicate which key pair is used. K_group_enc and  K_group_int are used for encryption and integrity protection of MBS traffic respectively.
If not, MBSU/MSF-U generates K_group and derives the K_group_enc and K_group_int. The encryption and integrity algorithms are selected. 
18.  UE calculates token based on MUK and requests traffic key to MBSU/MSF-U. The token is secured with digital signatures or Message Authentication Codes (MAC). The input parameter includes UE_id, Multicast_group_ID, and fresh parameters.

19. MBSU/MSF-U verifies the token using MUK and distributes the MBS security context to UE if succeeded.
Editor’s Note: The message name and flow may be updated to align with the conclusion from SA2 and RAN WGs.


NOTE: Roaming aspect is out of scope of R17 study. 

**************** End of Change***********************
