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1	Decision/action requested 
This contribution proposes a discussion on key issue 4.1.
2	References
(Reference - in list form - should be made to previous related SA3/3GPP/etc. documents.)
[1]    3GPP TR 33.846 “Study on authentication enhancements in 5G System”.
3	Rationale
This discussion paper is to resolve the editor notes in solution #4.3 in TR33.846 [1].
4 Discussion on key issue 4.1

[bookmark: _Toc54184999][bookmark: _Hlk48754668]5.4.1	Key Issue #4.1: Protection of SQN during AKA re-synchronisations
[bookmark: _Toc54185000]5.4.1.1	Key issue details
The freshness parameter for the calculation of AK (the keystream that protects the SQN returned to the network) during a re-synchronisation in AKA is the random number RAND from the challenge. An attacker can force the re-use of RAND and hence the keystream AK may be used multiple times to protect different SQNs [4]. The attacker could leverage the feedback from the network side and conduct an activity monitoring attack to break subscribers’ privacy. It is preferable to avoid such keystream re-use. 
[bookmark: _Toc54185001]5.4.1.2	Security threats
The re-use of key stream allows an attacker to obtain the XORes value between two different SQNs. It has been shown in [4] how this property in conjunction with issuing fresh challenges can enable an attacker to estimate the least significant bits of SQN. Hence some information about SQN can leak despite the encryption of SQN, which lead to the privacy leakage of the subscribers.
[bookmark: _Toc54185002]5.4.1.3	Potential security requirements
The protection of SQN during AKA re-synchronisations should prevent the information leakage of SQN values.


Observations:
This key issue happen when the AK is used to protect the SQN. However, there are two methods to generate SQN: time-based and not-time based.
For not-time based generation, as specified in TS 33.102 Annex C.1.1.2:
The HE/AuC shall maintain a counter for each user, SQNHE = SEQHE || INDHE. To generate a fresh sequence number, SEQHE is incremented by 1, and the new counter value is used to generate the next authentication vector. 
And in TS 33.102 Annex C.3.2:
User anonymity: the value of SQN may allow to trace the user over longer periods. If this is a concern then SQN has to be concealed by an anonymity key as specified in section 6.3.
So, in this situation, the AK is used to protect the SQN and the key issue happen.
But, for time-based generation, including entirely time-based or partly time-based generation, SQN does not expose the identity and location of the user. As specified in TS 33.102 Annex C.1.1.1, Note 1:
The clock unit and the value D have to be chosen with care so that condition (4)(i) is satisfied for every user at all times. Otherwise, user identity confidentiality may be compromised. When the parameters are chosen appropriately sequence numbers for a particular user do not reveal significant information about the user's identity.
And as specified in TS 33.102 Annex C.3.1 and C.3.3:
User anonymity: the value of SQN does not allow to trace the user over longer periods. Therefore, there may be no need to conceal SQN by an anonymity key as specified in section 6.3.
If no concealment is needed then f5  0 (AK = 0). Therefore, if  the time-based SQN generation is used, AK= 0 and the SQN does not need to be protected.
Resolution:
It is proposed to use the entirely time-based or partly time-based SQN generation to resolve this key issue.

