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1
Decision/action requested

It is proposed to approve this pCR in TR 33.854.
2
References

3
Rationale

The contribution proposes to address the following EN:
Editor’s Note: Whether UAV and UAVC pairing authorization is in scope of this TR is FFS.

During SA2#141e meeting, SA2 has agreed on the following conclusions relevant for KI#2 in TS 23.754 [3], clause 8:

· 3GPP system supports USS/UTM authorization of pairing between a UAV and networked UAVC or non-networked UAVC:

-
the 3GPP system supports USS/UTM authorization of pairing between a UAV and a networked UAVC or a UAVC that connects to the UAV via Internet connectivity during the establishment of the PDN connection/PDU session for UAS services (i.e. connectivity to USS/UTM and for C2 traffic). Modifications to the pairing or re-authorization take place via modification of the established PDN connection/PDU session. During such procedures, the USS/UTM provides to the 3GPP system information (e.g. QoS requirement, data flow descriptors, etc.) that enable traffic between the UAV and the UAVC. How the USS/UTM is made aware of the UAVC is outside the scope of 3GPP in this release.
The functionality to support authorization of UAV and UAV controller pairing applies to networked UAV Controllers and non-networked UAV controllers that are connected to UAV via internet (e.g. cloud UAVC).

· PDU session secondary authentication/authorization based or new service-based mechanisms is used for UAV/UAVC pairing authentication and authorization by USS/UTM:
The UAV/UAVC pairing authentication and authorization is done by USS/UTM during PDU session secondary authentication/authorization procedure or new service-based mechanisms with the USS via the NEF/SCEF or a new UAV Network Function, the result is notified to either the SMF or the NEF/SCEF or UAV NF, respectively, i.e. a CP-based signaling mechanism is chosen for normative work.

· The following CP based solutions #5 or #23 and #27 are selected for normative work

For initial pairing authentication and authorization, solution #5 or #23 is selected as baseline for the normative work. 

For UAVC replacement, solution #27 may be taken in addition to improve KI#6.
Summary:  SA2 concluded that UAV/UAVC pairing authorization procedure will be supported by the 3GPP system using enhanced PDU session secondary authentication/authorization or new service-based procedure. The security of this UAV/UAVC pairing authorization procedure has to be designed or reviewed by SA3.
Proposal: Remove the Editor’s Note from the Key Issue. 

4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.847. 







***
BEGIN OF CHANGES
***

5.2.3

Potential Security requirements

The pairing of a UAV and a UAVC shall be authorized by USS/UTM before the 3GPP system can provide UAV and/or UAVC connectivity service used for UAS operations. 

3GPP system shall enable UAV and UAVC pairing authentication and authorization by USS/UTM, which provides the outcome to the 3GPP system.

3GPP system shall provide means for the UTM/USS to revoke a UAV and UAVC pairing authorization.


***
END OF CHANGES
***

