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1	Decision/action requested 
It is proposed to approve the changes to solution #20 in TR 33.809.
2	References
 [1]    3GPP TR 33.809 V0.11.0 (2020-10) “Study on 5G Security Enhancement against False Base Stations (FBS)”.

3	Rationale
This contribution proposes changes to the evolution part of solution #20 in TR 33.809.
Usually SIM cards are perfectly used and generally have no free memory. If we want to clear something there, we have to save elsewhere. And with a total memory of 64kbytes that might be limited to a few kbytes only. 

4	Detailed proposal
****START OF CHANGES ***

[bookmark: _Toc54172158]6.20.2.5.1	Trust Anchors in UE
To verify the digital signatures from gNBs, UE needs to be preconfigured with a list of trust anchors. To support roaming, the trust anchor of each roaming partner network needs to be preconfigured in the UE. Trust anchors can be raw public keys or public key certificates. If the trust anchor is a raw public key, one trust anchor is required for each roaming partner (unless a key is shared among multiple roaming partners, e.g., those under the control of a common operator). If the trust anchor is a public key certificate, the number of trust anchors in the UE can be significantly reduced if common Certification Authority (CAs) are used among operators. 
We consider four models of establishing Certification Authorities to support the signing of SIB messages, which have been adopted by other industries. 
First, a common root CA is established among global mobile industry to issue intermediate CA certificates or signing certificates to each mobile operator, and GSMA appears suitable for hosting such root CA. This model is adopted by the cable industry. 
Second, regional root CAs are established to serve mobile operators within that specific region. This model is adopted by Internet Registries (RIR) to support Resource Public Key Infrastructure (RPKI) for validating IP prefix origin in the Border Gateway Protocol (BGP), with each of the five Regional Internet Registries (RIR) hosting its own root CA. 
Third, one or several security companies can be selected by the mobile industry as the trusted third party to issue intermediate CA or signing certificates to mobile operators. Since mobile operators have been partnering with SIM card vendors for long time, SIM card vendors appear suitable for hosting such root CAs. This model is adopted by WiFi Alliance. 
Fourth, each mobile operator establishes or leverages its current CAs to issue signing certificates.  Many mobile operators already have internal CAs for other purposes, which can be leveraged to sign system information. For scalability analysis of a CA model, we need to consider the total number of trust anchors resulted from a CA model. 
In the first model, there is a common root CA for all operators. Thus, only one trust anchor is required. 
In the second model, regional root CAs are used by the operators in each region. The number of trust anchors depend on the number of regions involved. For RPKI, there are five regions resulting in five trust anchors. If each country is considered a region and share a common CA, there would be about 180 trust anchors. 
In the third model, public CAs are leveraged to issue public certificates for operators. Thus, the number of trust anchors depend on the number of public CAs that are choosenchosen by mobile industry for this service, which could be in the range of a few to tens. 
In the fourth model, each operator estasblishesestablishes its root CA without depending on any third party. The number of trust anchors depends on the number of roaming partners chosen by an operator, which is usually around 300. In an unlikely case that a mobile operator chooses every mobile operator in the world as its roaming partner, the number of trust achorsanchors would be about 1250 according to GSMA. 
To summarize, In the most efficient scenario (i.e., model 1), only ONE single trusted anchor is needed. in the least efficient scenario (i.e., model 4), there will be about 300 to 1250 trust anchors.
These four models are not mutually exclusive and can also be adopted in a hybrid manner, based on the preference of each operator. Thus, we suggest that a realistic number of trust anchors will be fewer than three hundreds. The end result is a list of CA certificates, which can be exchanged among roaming partners or via a trusted third party (e.g., GSMA). For example, GSMA provides a Network Settings Exchange program, which can be leveraged to maintain the list of trusted CA certificates. 
This list of CA certificates needs to be provisioned into UEs as trusted anchors to allow UEs to verify signatures carried in the SIB messages. The following table provides the storage requirement of an ECC CA certificate of different key size and security level:

	Key size (Bit)
	CA Certificate

	
	DER Format (bytes)
	PEM Format (bytes)

	160
	462
	680

	192
	513
	749

	224
	530
	774

	256
	545
	794

	320
	577
	839

	384
	609
	879

	512
	677
	973


Table: brainpool-r curves and ecdsa-with-SHA256

Assuming a key size of 256-bit, the total storage requirement of trust anchors in the best case, normal case, and worst case of roaming scenarios is 545x1 bytes, 545x300=160K bytes, and 545x1250=665.3K bytes respectively.
Each CA certificate, if it is an X.509v3 certificate, is usually about 700 bytes. Thus, the total storage needed to store all trust anchors in the least efficient scenario is about 1Mbytes.
Since USIM has limited memory space, it may not be possible to store all needed trust anchors inside the USIM if the number of the needed trust anchors is high. Thus, shared CAs appear desirable or alternative secure storage may be used to store trust anchors.
Since such a list is public information and available to both operators and vendors, it can be provisioned into UEs during manufacturing (e.g., by USIM vendor, chip vendor, or UE vendor). Trust anchors can also be provisioned during UE onboarding and updated after registration (e.g., based on the NAS procedure as proposed in solution #7) or over-the-air updates by an operator. This allows for deployment flexibility and trust anchor update when the home operator or any of its roaming partners changes its trust anchor.
An operator can create its own raw key pairs as the trust anchors, e.g., by reusing the process of generating and provisioning of the key pair for SUPI protection. Note that key pair is for digital signature in this use case, while the key pair for SUPI protection is for key encryption. Thus, their key usages are different, but they can follow the same key generation and provisioning process. 
Editor’s Note: It is FFS which CA model(s) described above will be adopted by 3GPP and how and where they would be standardized.
Trust anchors and DSnF certificates should include a scope (e.g., PLMNs, physical areas, etc) and the scope of a DSnF certificate is supposed to be within the scope of the issuing trust anchor. When a UE receives a signed broadcasted SI, it verifies not only the signature of the signed SI, but also the certificate chain from the signing certificate (e.g., DSnF certificate) toward a trust anchor, including verification of the scope within each certificate on the chain. The specific parameters of certificate scope can be specified during normative phase. 
For instance, a UE might contain a trust anchor associated to an NPN located in a very specific area. It is extremely important to check that the private key associated with the DSnF certificate issued by this NPN trust anchor is not misused to sign SI outside the scope of the NPN designated area. 


***END OF CHANGES***



