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1
Decision/action requested

This contribution proposes EN removal for eEDGE TR.
2
References

[1]
3GPP TS 33.535: " Authentication and Key Management for Applications (AKMA)
based on 3GPP credentials in the 5G System (5GS)".
[2]
3GPP TR 23.558: "Architecture for enabling Edge Applications."

3
Rationale

This pCR proposes to resolve the Editor Notes in solution#X: Authentication and authorization between EEC and ECS based on AKMA.

1. Editor’s Note: Storage of association between the EEC and the UE ID in an entity and retrieval are FFS
According to TS 23.501, GPSIs are public identifiers used both inside and outside of the 3GPP system. GPSI are widly used by external AFs, e.g., Application Function influence on traffic routing, NIDD Configuration, etc. Hence, it’s general to assume the pre-configuration of GPSI in AF (the ECS plays the role of AF in this solution). 
According to TS 23.558, the Edge Enabler Client ID is a globally unique value that identifies the Edge Enabler Clients. The ECS shall be pre-configured with this EEC ID to identify an EEC and retrieve specific profile of this EEC.

Therefore, the ECS is reasonable to be pre-configured with both GPSI and EEC ID. The association can also be done during the configuration of these two IDs. This EN can be removed.

2. Editor’s Note: How to manage the UE ID bindings when the ECS is serving multiple EDNs and is FFS.
Once a server starts to serve an UE, it’s general to configure some esstential information of the UE in the server, e.g., UE ID. Otherwise, the server cannot identify the UE and serve the UE. Considering the UDM in 5GC, it cannot serve a UE without preconfigured SUPI, K, etc. Therefore, in case the ECS is responsible for several PLMNs, the ECS shall be configured with information of UEs from all of these PLMNs. This EN can be removed.
3. Editor’s Note: Support for verification of the association between the A-KID and SUPI by the AUSF/AAnF is FFS.
According to TS33.535, the AAnF stores the SUPI and the A-KID, therefore, the UDM can obtain SUPI from AAnF based on A-KID. It’s proposed to change the AUSF to AAnF. Regading the impact to AKMA, the AAnF shall provide a new service, however, new features provided by the network generally require adding new services or features of NFs. This EN can be removed with corresponding changes. 
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.839.
*** BEGIN OF CHANGE ***
6.9
Solution #9: Authentication and authorization between EEC and ECS based on AKMA
6.9.1
Introduction

This solution addresses the key issue #2. It is assumed that the key used for authentication between EEC and ECS is negotiated based on AKMA. Then, the EEC shall initiate the service provisioning request with EEC ID included. To prevent EEC ID impersonation, the ECS shall verify the authenticity of UE’s EEC ID before performing authorization based on the EEC ID. Considering the ECS can determine the authenticity of UE’s A-KID based on AKMA procedure, it can confirm the authenticity of UE’s EEC ID in case the association between A-KID and EEC ID can be verified. This solution further transforms the association between A-KID and EEC ID to the association between A-KID and GPSI based on the pre-configured association between EEC ID and GPSI in ECS. Afterwards, the ECS interworks with 5GC to verify the association between A-KID and GPSI.
After successful verification, the ECS may retrieve the edge computing related profile for the EEC from the 3GPP Core Network or from its local database for edge computing. Then, the ECS can determine the EEC’s authorization based on the profile. 
6.x.2
Solution details
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Figure 6.9.2-1: Authentication/Authorization between Edge Enabler Client and ECS

Pre-conditions:

1. The EEC and ECS have shared A-KID and KAF via AKMA (as specified in TS 33.535 [1]).

2. The ECS or the 5GC is configured with the edge computing related profile for the EEC.

3. The ECS and the 5GC share an UE identifier (i.e., GPSI) to identify the EEC.

4. The ECS stores the association between EEC ID and UE identifier. This association is pre-configured in the ECS by the ECS administrator.


Step 1: UE initiates the service provisioning procedure with EEC ID included (as specified in clause 8.3 in TS 23.558 [2]).

Step 2: The ECS retrieves GPSI from EEC ID according to the preconfigured association.
Step 3: In order to prove the authenticity of the UE’s GPSI, the ECS sends an association check request to UDM (if the ECS is located out of 5GC, the request shall be sent via NEF), including the GPSI and A-KID.

Step 4: In order to verify the association of GPSI and A-KID, the UDM first contacts the AAnF to obtain the corresponding SUPI of the A-KID. Afterwards, the UDM verifies the association of the GPSI and A-KID according to the association between SUPI and GPSI.

Step 5: The UDM sends the association verification response back to the ECS. 

Step 6: On successful verification, the ECS retrieves the edge computing related profile for the EEC either from the 5GC or from its local database. Afterwards, the ECS can determine the EEC’s authorization based on EEC’s profile.

Step 7: The ECS sends the provisioning response back to EEC.
 6.9.3
Solution Evaluation

TBD

*** END OF CHANGE ***
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