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5.1 
1
Decision/action requested

It is proposed to update the Clause 5.2.1 in TR 33.809.
2
References

 [1]
3GPP TS 33.809, Study on 5G security enhancement against false base stations.
3
Rationale
After last meeting SA3#100bis-e, MCC gave the editorial comments on the Clause 5.2.1. This pCR proposes to correct the content based on MCC’s comments. 
4
Detailed proposal

****START OF CHANGES ***

5.2
Key Issue #2: Security protection of system information
5.2.1
Key issue details
Broadcasting system information (SI) is one of the functions of the RRC protocol, defined in 3GPP TS 38.331 [2]. A cell periodically broadcasts synchronization signals and SI. These broadcasted messages are intended for all UEs which are camping on a cell.  In the idle mode or inactive mode, the UE monitors the SI of cells and choose a suitable cell to camp on. The UE typically acquires the SI from the cell and performs initial access to transition to connected state to obtain services. The system information includes information, among others, like cell (re-)selection parameters, neighboring cell information, frequency priority, blacklisted cell, common channel configuration information, NAS common information, and public warning system (PWS) messages. In general, the system information is applicable for UEs in RRC_IDLE, RRC_INACTIVE, and RRC_CONNECTED. 

UE in IDLE mode performs PLMN selection, monitor paging, performs cell selection, cell re-selection, and applies access control before making an access attempt. In future releases, other services such as MBMS, proximity services, etc. are also likely to be supported by UEs in IDLE mode.
This key issue is about investigating if and how a new protection mechanism could be introduced against over-the-air attackers who broadcast rogue SI messages or replay previously captured SI messages as-is (without modification). Since SI messages are broadcast messages meant for all UEs, it is not apparent that an integrity and replay protection is strictly necessary. Nevertheless, in general, an integrity and replay protected SIs could add security value by at least making it difficult for over-the-air attackers to succeed in using a rogue SI or a previously captures SI at a later time, e.g., to lure UEs using SI messages with incorrect neighboring cells, and to send self-crafted or old PWS messages.


SA3 has studied the PWS security in TR 33.969 [3], in which the security mechanisms used to protect the Warnig notifications message from Public Warning System against false base station can be referecence for the study in this document. There are some distinct challenges when studying the broadcast messages protection as below:

a)
Key management. It is because of heterogenous trust-boundaries, and diverse regulations (or requirements) per countries (or regions);

b)
Time synchronization. It is because of difficulty to achieve fairly acceptable time synchronization between one gNB and other gNBs, and between UEs and gNBs;

c)
Signaling complexity. It is because of restrictive signaling expected from UEs in RRC_IDLE.

Nevertheless, it is only prudent if the 5G system could be enabled (i.e., support) to achieve protection of SI messages in general.

NOTE 1:
This key issue is concerned with the "over-the-air" interface. Therefore, integrity protection of SI "within-the-network" is not in the scope of this key issue.
***END OF CHANGES***

