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1
Decision/action requested

This contribution proposes a new solution for AMF re-allocation procedure when 5G NAS security context is rerouted via RAN.
2
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3
Rationale

This contribution proposes a new solution for AMF re-allocation procedure when the 5G NAS security context is rerouted via RAN.

4
Detailed proposal

It is proposed to add a new solution for AMF re-allocation procedure when 5G NAS security context is rerouted via RAN.

**** START OF CHANGES ****
6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.Y
Solution #Y: <Solution Name>

6.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.Y.2
Solution details

6.Y.3
Evaluation

6.Y
Solution #x: Security of AMF re-allocation when 5G NAS security context is rerouted via RAN

6.Y.1
Introduction

This solution address Key Issue #x: "Security of AMF re-allocation procedures procedures".

In this solution the 5G NAS security context is re-routed via RAN together with the Registration Request (RR) message. 

6.Y.2
Solution details

Before the Initial AMF re-routes the Registration Request (RR) message and the 5G NAS security context, the Initial AMF performs horizontal Kamf derivation of the current Kamf-0 and generates a new Kamf-1 key which is then routed via RAN to the Target AMF together with an indication of horizontal KAMF derivation (i.e., keyAmfHDerivationInd). The current Kamf-0 is not rerouted via RAN to the Target AMF. This would ensure that the Target AMF has no access to the Kamf-0 key used in the Initial AMF/old AMF.

The Initial AMF forwards the RR message, the 5G NAS security context including the Kamf-1 and the keyAmfHDerivationInd indicator unprotected to the Target AMF via RAN. 
The new generated Kamf-1 key could be seen as a one-time key for the purpose of the AMF re-allocation. It is worth noting that Kamf-1 is practically useless to a legitimate RAN node since it is a NAS key that has not been put into use by any AMF in the network. The Target AMF would then be mandated to establish a new further key Kamf-2 with the UE, which is not available to the Initial AMF and the RAN. 
Because the Target AMF has received the keyAmfHDerivationInd indicator, the Target AMF runs a NAS SMC procedure with the UE, to take the new Kamf-1 key into use with the UE. The Target AMF is also mandated to initiate a new primary authentication with the UE to derive a new Kamf-2 when it has received the RR message from the RAN. The new primary authentication procedure is protected by the Kamf-1. This step would ensure that the Initial AMF has no access to the new Kamf-2 key (i.e. the Kamf key used in the Target AMF and the UE).
The Target AMF runs a new NAS SMC procedure with the UE to take the new Kamf-2 into use with the UE. 
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Figure 6.Y.2-1: AMF re-allocation with NAS message and 5G NAS security context re-route via RAN 
Figure 6.Y.2-1 shows the solution steps: 

Step 1:
 The UE prepares a Registration Request message including 5G-GUTI and slicing information which could potentially cause an AMF re-allocation and its 5G-GUTI. The UE has a 5G NAS security context and protects therefore the Registration Request message.

Step 2:
 The RAN forwards the RR message to an Initial AMF.

Step 3/4: These steps may only take place if UE has indicated its 5G-GUTI in the Registration Request message. The Initial AMF contacts the old AMF and requests the 5G NAS security context from the old AMF. The old AMF may perform horizontal Kamf derivation of the Kamf key.

Step 5:
 The Initial AMF may initiate a new primary authentication. This step is optional. This step is mandatory if the UE has indicated its SUCI in the Registration Request message

Step 6:
 The Initial AMF initiates a NAS SMC. This step takes place if a prior primary authentication has taken place or if the old AMF has performed horizontal Kamf derivation of the Kamf key. The Initial AMF may include the request to the UE to include the complete Registration Request message by setting the flag "request initial NAS flag" if the old AMF has performed horizontal Kamf derivation of the Kamf key. 

Step 7:
 The UE includes the complete RR message sent in step 1 in the NAS Security Mode Complete message. The RR message is both integrity protected and encrypted.

Step 8:
 If the Initial AMF needs UE's subscription information to decide whether to reroute the Registration Request and UE's slice selection subscription information was not provided by old AMF, the AMF selects a UDM as described in TS 23.501 [2], clause 6.3.8. the Initial AMF sends Nudm_SDM_Get to UDM. 
Step 9:
 The UDM responds to Initial AMF with a Nudm_SDM_GetResponse. The AMF gets the Slice Selection Subscription data including Subscribed S-NSSAIs. The UDM responds with slice selection data to Initial AMF.
Step 10: If there is a need for slice selection, (see clause 5.15.5.2.1 of TS 23.501 [2]), e.g. the Initial AMF cannot serve all the S-NSSAI(s) from the Requested NSSAI permitted by the subscription information, the Initial AMF invokes the Nnssf_NSSelection_Get service operation from the NSSF by including Requested NSSAI.
Step 11: The NSSF performs the steps specified in point (B) in clause 5.15.5.2.1 of TS 23.501 [2]. The NSSF responds to Nnssf_NSSelection_Get to the Initial AMF.
Step 12: The Initial AMF decides to reroute the RR message to a Target AMF via RAN. The Initial AMF optionally performs horizontal Kamf derivation of Kamf-0 to generate a new Kamf-1. This step would ensure that target AMF has no access to the Kamf-0 key used in Initial AMF;
Step 13: The Initial AMF forwards the complete Registration Request message, the 5G NAS security context including the new Kamf-1 and the keyAmfHDerivationInd indicator to the RAN.

Step 14: The RAN confirms the reception of the RR message etc. to the Initial AMF.

Step 15: The RAN forwards the complete Registration Request message, the 5G NAS security context and keyAmfHDerivationInd indicator to the target AMF.

Step 16: If the target AMF has received the keyAmfHDerivationInd indicator, then the target AMF runs a NAS SMC procedure with the UE, to take the new Kamf-1 key into use with the UE. 

Step 17: The target AMF initiates a new primary authentication with the UE to generate a new Kamf-2. The new primary authentication procedure is protected by the Kamf-1. This step would ensure that the Initial AMF has no access to the new Kamf-2 key generated between target AMF and the UE.

Step 18: The target AMF runs a new NAS SMC procedure with the UE to take the new Kamf-2 into use with the UE. 
Editor's Note: The security impact of exposing Kamf to RAN is FFS. 

Editor's Note: The requirement and processing of Reroute NAS response at step 14 is FFS. 

6.Y.3
Evaluation

TBD
**** END OF CHANGES ****
_1663149174.vsd
UE


gNB /
ng-eNB


Initial AMF


UDM


3. Namf_Communication_UEContextTransfer


2. Registration Request


6. NAS Security Mode Command


8.Nudm_SDM_Get


Target AMF


NSSF


1. Registration Request


Old AMF


4. Namf_Communication_UEContextTransferResponse


7. NAS Security Mode Complete (complete Registration Request)


9.Nudm_SDM_GetResponse


10. Nnssf_NSSelection_Get


11. Nnssf_NSSelection_Get Response


13. Reroute NAS message({complete Registration Request, 5G NAS security context, keyAmfHDerivationInd)


14. Reroute NAS response


15 Initial UE message (complete Registration Request, 5G NAS security context, keyAmfHDerivationInd)


5. Primary authentication


12. Update Kamf (horizontal Kamf derivation).


16. NAS SMC


17. Primary authentication


18. NAS SMC



