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1
Decision/action requested

This contribution contains a proposed solution for AMF re-allocation via the RAN.
2
References

[1]
3GPP 33.864 
3
Rationale

This contribution assumes that a key issue with requirements for AMF re-allocation via the RAN is agreed.

For AMF re-allocation via the RAN, provided the initial AMF does not send a protected NAS message to the UE then there is no issue in establishing security between the UE and target AMF. This is because the UE will still accept the allowed unprotected messages and the UE and target AMF can agree on security context.

If the initial AMF (the one that received the Registration Request sent by the UE) sends a security protected message to the UE, this protected message causes the UE to drop all subsequent messages that do not pass integrity protection during the current connection. So, if the target AMF does not have the security context currently in use by the UE or a new security context derived from the current security context (e.g., due to KAMF change) then the target AMF will not be able to send a protected message to the UE. Hence the Target AMF cannot complete the registration procedure.

There is a second issue as follows.
If the initial AMF changes the security context that was used to protect the registration, then the target AMF will receive a registration message that is protected with a security context different to one the current one in the UE. This may lead, for example, to integrity check failure of a Registration Accept at the UE. 

The first issue is solved by having some secured signalling from the initial AMF to allow the UE to accept the unprotected messages. This is not introducing a new state in the UE but utilising an existing state, i.e. the one the UE is in when leaving idle with a security context. 
The second issue is resolved by the initial AMF changing the ngKSI in the Registration Request before forwarding the Registration Request to the target AMF. This has the effect of the integrity check failure of the Registration Request at the old AMF and consequently an authentication is triggered by the target AMF.
It is proposed to add this as a solution to the AMF re-allocation TR. 
4
Detailed proposal

It is proposed that the following pCR is approved from inclusion in the updated TR [1].

**** START OF CHANGES ****
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3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
**** NEXT CHANGE ****

6.Y
Solution #Y: AMF re-allocation via RAN using existing security states
6.Y.1
Introduction
This solution addresses key issue #X.
6.Y.2
Solution details
Editor’s Note: It is FFS to update the solution with a message flow to portray the scenarios addressed and assumptions.
For AMF re-allocation via the RAN, provided the initial AMF does not send a protected NAS message to the UE then there is no issue in establishing security between the UE and target AMF. This is because the UE will still accept the allowed unprotected messages and the UE and target AMF can agree on security context.

If the initial AMF (the one that received the Registration Request sent by the UE) sends a security protected message to the UE, this protected message causes the UE to drop all subsequent messages that do not pass integrity protection during the current connection. So, if the target AMF does not have the security context currently in use by the UE or a new security context derived from the current security context (e.g., due to KAMF change) then the target AMF will not be able to send a protected message to the UE. Hence the Target AMF cannot complete the registration procedure.

There is a second issue as follows.
If the initial AMF changes the current security context at the UE from the one that was used to protect the registration (e.g. by running an Authentication followed by a NAS SMC procedure), then the target AMF will receive a registration message that is protected with a security context different to one the current one in the UE. This may lead, for example, to integrity check failure of a Registration Accept at the UE if the target AMF protects a Registration Accept with the security context (received from the old AMF) that the UE does not consider the current one. 

The first issue is solved by having some secured signalling from the initial AMF to allow the UE to accept only the limited set of NAS messages that can be processed when received without security before the secure exchange of NAS message has been established (see clause 4.4.4.2 of TS 24.501 [aa]). This is not introducing a new state in the UE but utilising an existing state, i.e. the one the UE is in when leaving idle with a security context. 
Editor’s Note: Security risk of accepting the unprotected message defined in 4.4.4.2 of 24.501 after security activation is FFS
Editor’s Note: It is FFS, how the solution works when a Target AMF cannot communicate with the old AMF
The second issue is resolved by the initial AMF changing the ngKSI in the Registration Request before forwarding the Registration Request to the target AMF. For the case that the target AMF can communicate with the old AMF, this has the effect of the integrity check failure of the Registration Request at the old AMF as the old AMF does not have a security context indicated by ngKSI and consequently an authentication is triggered by the target AMF as it will not have a security context for the UE. 
Editor’s Note: The impact of changing ngKSI is FFS
In the case that the target AMF can not communicate with the old AMF, then target AMF initiates an authentication with the UE as it does not have a security context for the UE.
6.Y.3
Evaluation

TBD
**** END OF CHANGES ****
